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Abstract

Natural Image Statisticsfor Digital Image Forensics

SiweiLyu

We describea setof naturalimagestatisticsthatarebuilt upontwo multi-scaleimage
decompositionghe quadraturemirror Iter pyramiddecompositiorandthe local an-
gularharmonicdecompositionThesamagestatisticsconsistof rst- andhigherorder
statisticsthat capturecertainstatisticalregularitiesof naturalimages.We proposeto
applytheseimagestatisticstogethemwith classi cationtechniguesto threeproblems
in digital imageforensics: (1) differentiatingphotographidmagesfrom computer
generateghotorealistiamages,(2) genericsteganalysis;(3) rebroadcasimagede-
tection. We also apply theseimagestatisticsto the traditional art authenticatiorfor
forgery detectionandidenti cation of artistsin anart work. For eachapplicationwe
shav the effectivenesf theseimagestatisticsand analyzetheir sensitvity andro-
bustness.
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Chapter 1

Intr oduction

Our perceptuabkystemshave evolvedto adaptandoperaten the naturalervironment. Amongall
typesof sensorydatathat probethe surroundingervironment,imagesprovide the mostcompre-
hensve informationcritical to survival. Accordingly, humarvisionis mostsensitveto imageghat
resemblescenesn the naturalenvironment.Suchimagesareusuallycallednaturalimages.

However, amongthesetof all possiblamagesnaturalimagesonly occupy atiny subspacglé,
36, 14, 62]. This is moreeasilyseenin the digital domain. For instancetherearetotally 256"
different8-bit grayscalemagesof sizen n pixels (with asfew asn = 10 pixels, it resultsin
awhoppingl:3  10%* differentimages).Consideringmultiple color channelimagesmakesthe
numbermorestriking. Yetif we uniformly samplefrom this colossalimage spaceby randomly
choosingonegrayscalevaluefromf0;1; ;255 for eachpixel, mostof thetime anoisepattern
lack of any consistenstructurewill appearandwith avery rarechancet will producea natural
image Figurel.l. Thefactthatsuchauniformsamplingseldomproducesnaturalimagecon rms
thatnaturalimagesaresparselydistributedin the spaceof all possibleimages.

Althoughrelatively smallin numbey naturalimagesexhibit regularitiesthatdistinguishthem-
selvesfrom the seaof all possiblemages.For example,naturalimagesarenotsimply acollection
of independenpixels. The visual structuresmakingthemlook “natural” arethe resultof strong
correlationsamongpixels [62]. The regularitieswithin naturalimagescan be modeledstatisti-
cally, andhave hadimportantapplicationsn imagecompression6, 43, 81], denoising[49, 58],
segmentation29], texture synthesig85, 28, 57|, content-basedetrieval [4] andobject/sceneat-
egorization[74]. In general,the statisticaldescriptionsof naturalimagesplay threeimportant
roles: (a) prior or regularizationtermsfor probabilisticinferenceaboutnaturalimages;(b) con-
straintsfor samplingproceduregor specialclassof naturalimages suchastextures;(c) discrim-
inative/descriptie featuresfor differentiatingor describingnaturalimages. For computational
ef ciency, mostexisting statisticaldescription®f naturalimagestake somesimplemathematical
forms,suchasindividual statisticg52, 16, 62], parametridensitied45, 67], andMarkov random
elds [19,12,25].

Statisticaldescriptionsof naturalimagesalso have importantapplicationsin the burgeoning
eld of digital imageforensics.The popularityof digital imagesmalkesit alsovulnerableto tam-

IRigorouslydefiningthe “naturalness’df animageis very difficult asthetermis highly subjecte.



Figure 1.1: Naturalimagesarerarein all possiblemagesput they arenotrandom.

pering. An imagenot only tells a story, but may alsotell a secret. An innocent-lookingnatural
imagemay conceala hiddenmessager generatedy a computergraphicsprogram. Suchma-
nipulations,alongwith tamperingwith imagecontentd54, 55|, have becomencreasinglyeasyas
the developmentof technologiesDigital imageforensicsaretechniquesimingto shedlights on
suchsecretdeneattdigital images,andis thereforeof the greatinterestto the law-enforcement
andnationalsecurityagencies.

Contrib utions

Speci cally, we areinterestedn thefollowing problemsn digital imageforensics:

Photographicor photorealistic: Sophisticate@domputergraphicssoftwarescangen-
eratehighly corvincing photorealistidmagesableto deceve the humaneyes. Differ-
entiatingbetweernthesetwo typesof imagess animportanttaskto ensuregheauthen-
ticity andintegrity of photographs.

Genericimage steganalysis:Imagesteganographyidesmessages digital images
in anon-intrusve way thatis hardto detectvisually. Thetaskof genericsteganalysis



is to detectthe presencef suchhiddenmessagewithout the detailedknowledgeof
the embeddingmethods. Becauseof the potentialuseof steganographyasa covert
communicatiormethod,steganalysisis of interestto the law-enforcementcounter
intelligenceandanti-terrorismagencies.

Live or rebroadcast: Biometrics-basede.g.,face,iris, or voice) authenticatiorand
identi cation systemsarevulnerableto the “rebroadcast’attacks.An exampleis the
defeatof a facerecognitionsystemusing a high-resolutionphotographof a human
face. An effective protectionagainstsuchan attackis to differentiatea “li ve” image
(capturedn realtime by acamerapnda “rebroadcastbne(a photograph).

Commonto theseproblemsis the task of differentiatingnatural photographiamagesfrom
someotherclasse®f images:in photographioss. photorealisticthe otherclassis the computer
generateghotorealistidmages;in steganalysisthey areimageswith steganographienessages;
andin livevs. rebroadcasthey arethe printsof naturalimages.Insteadof seekinganindividual
solutionto eachproblem,we proposeto solve themin a uni ed framawork. First, statisticscap-
turing certainaspect®f naturalimagesarecollected.Usingthesestatisticsto form discriminatve
featuresclassificationsystemsarebuilt to determinehe classof anunknovn image. At the core
of thisimageclassificationframewvork is a setof imagestatisticsasdiscriminatve features.Over
the years,mary differentimagefeaturescharacterizinglifferentaspectf imagecontentshave
beenproposedn variouscontet [4, 27, 73]. However, thesefeaturesarelesssuitableto the digi-
tal imageforensicsapplication,wheredifferencein imagecontentds irrelevant. Very few image
featuresaredesignedor characterizingnaturalimagesasawholeensemble.

In this work, we proposea new setof imagestatisticsbasedon obsenationsof naturalim-
agesanddemonstrateéheir applicationsn digital imageforensics.The proposedmagestatistics
arecollectedfrom multi-scaleimagedecompositionsandareempiricallyshavn to capturecertain
fundamentalpropertiesof a naturalimage. We then apply theseimage statistics,togetherwith
non-linearclassi cationtechniquego solve the threedigital imageforensicsproblems,andem-
pirically demonstratéheir effectiveness Furthermoretheseimagestatisticsare extendedto help
thetraditional eld of art authenticationwherethey alsoshov promisingperformance We also
evaluatethe overall robustnessand sensitvity of theseimagestatisticsin faceof somecommon
imagemanipulations.

Therestof thethesisis organizedasfollowing: in Chapter2, theimagestatisticsaredescribed
in detail,andexperimenton naturalandsynthesizedmagesarepresentedo justify theiruses.In
Chapter3, techniquedo build effective classifiersareintroduced. This is followed by the sensi-
tivity analysisof the proposedmagestatisticsandclassificationsystemsn Chapterd. Chapters
focuseson the applicationof the imagestatisticsand classificationtechniquego the problemof
differentiatingphotographicandcomputergenerateghotorealistiamages.Chapter6 is on their
applicationto genericimagesteganalysis.In Section7.1, the problemof live vs. rebroadcasis
solvedin asimilarframewvork. In Section7.2,we extrapolateheapplicationof avariantof this set
of imagestatisticso art authenticationChapter8 concludeghethesiswith ageneraldiscussion.



Chapter 2

Image Statistics

In this chapterwe describein detail the imagestatisticsproposedn this work. Thesestatistics
arecollectedfrom imagerepresentationghat decomposean imageusingbasisfunctionsthatare

localizedin bothspatialpositionsandscalesjmplementedasa multi-scaleimagedecomposition.
In Section2.1,two multi-scaleimagedecompositionspjamely the quadraturemirror Iter (QMF)

pyramiddecompositiomndthelocal angulatharmonicdecompositioffLAHD) aredescribedim-

agestatisticscollectedfrom thesetwo decompositionaredescribedn Section2.2. In Section2.4,

experimentsareperformedo show thatthesestatisticscapturesomenon-trivial statisticalregular

itiesin naturalimages.

2.1 Image Representation

At the coreof ary statisticaldescriptionof naturalimagesis the choiceof a suitableimagerepre-
sentation.Thereare,of course mary differentimagerepresentationt choosefrom. The choice
shouldbe madebasedon their effectivenessn revealingstatisticalregularitiesin naturalimages.
Thesimplestrepresentatiorfpor example,is anintensity-basedpproachwheretherepresentation
is simplytheoriginalintensityvalues.Ann  n grayscalémageis considerecsacollectionof n?
independensampleof intensityvalues.Similarly,ann  n RGB colorimageis representedsa
collectionof n? independen8D vectors.The moststandardstatisticaldescriptionof animagefor
theintensity-basedepresentatiors the histogramof intensityvalues which givesthe distribution
of intensityvaluesof theimage.Showvn in the rst two panelsn thetop row of Figure2.1aretwo
imageswith exactly the sameintensity histogramgthird panel). However, thesetwo imagesare
quitedifferentvisually, with the left onebeinga naturalimageandright onebeinga noisepattern
lacking coherenstructureslt is generallydif cult to capturethe statisticalregularitiesof natural
imagesn theintensitydomain,assuggestedy this example.
Anotherpopularimagerepresentatiors thatbasedon a global Fourierdecompositionin this
representatiorgnimageis rstpdegomposeasa sumof sinesandcosinesof varying frequeng
andorientation:F(! x;!y) =, T(Gy)cog! xx + 1yy) + {sin(! «x + !yy), wherel (X;y)
is a grayscaleémage,andF (! ;! ) is its Fourier transform(eachchannelof a color imageis
independentlyrepresentedn the sameway). The spatialfrequeng of the sine/cosinds given
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Figure 2.1: Shawvn in the top row are a pair of imageswith identicalintensity histogramg(third
panel). Shavn in the bottomrow are a pair of imageswith identical Fourier magnitudeqthird
panel).

by (! x;!y) andtheir orientationsare measuredy tan (! x=!,). It hasbeenobsenred thatthe
magnitude®f eachfrequeny componentjF (! «;! y)j of naturalimagesareoften well modeled
with an exponentialfall-off: jF(! «;!y)j / (1 2+ ! 3) P, wherethe exponentp determineghe
rateof thefall-off [65]. Sucharegularity re ects the scaleinvariancein naturalimages.However,
thisis not sufcient to characterize naturalimage,asshavn in the rst two panelsin thebottom
row of Figure2.1 astwo imageswith exactly the sameFourier magnitude(third panel). Sucha
Fourierbasedrepresentatioins not sufciently powerful to discriminatebetweenanimageanda
“fractal-like” patternwhich suggestshata globalFourierrepresentatiors not particularlyuseful
in capturingstatisticalregularitiesin naturalimages.
Theintensity-andFourierbasedepresentationare,in someways,at oppositeendsof a spec-
trum of representationsThe basisfunctionsfor the pixel-basedrepresentatiomre perfectly lo-
calizedin space,but arein nite in termsof their frequeny coverage. On the other hand,the
basisfunctionsfor a Fourierbasedepresentatiomare perfectlylocalizedin frequeng, but arein-
nite in the spatialdomain. Imagerepresentationbasedon multi-scaleimage decomposition
(e.g.,wavelets)decompos@nimagewith basisfunctionspartially localizedin bothspaceandfre-
gueng [70], andthusoffer a compromisebetweentheserepresentationg;igure2.2. As natural
imagesare characterizedy spatial-\arying localized structuressuch as edges,theserepresen-
tationsare generallybetterthan intensity- or Fourierbasedrepresentationat describingnatural
images.Within the generaframewnork of multi-scaleimagedecompositionthereexist mary dif-
ferentimplementationseachhaving its own advantageandeffective in differentproblems.In this
work, two suchdecompositionspamelythe quadraturemirror Iter (QMF) pyramid decomposi-
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Figure 2.2: Shavn are1-D spaceandfrequenyg (magnitudeyepresentationsf pixel, Fourier and
wavelet-like basisfunctions.

tion andthe local harmonicangulardecomposition(LAHD), areemployedfor collectingimage
statisticscharacterizinghaturalimages.

2.1.1 QMF Pyramid Decomposition

The rst multi-scaleimagedecompositioremployedin this work is the QMF pyramid decompo-
sition, basedon separableuadraturemirror lters (QMF) [76, 79, 68] (seeAppendixA for more
detail). Oneimportantreasorfor choosingthe QMF pyramid decompositionwhile notthe more
popularwaveletdecompositionis thatit minimizesaliasingfrom thereconstructednage,making
it suitablefor the purposeof imageanalysist. Shovn in Figure2.3 (a) is theidealizedfrequeny
domaindecompositionvith athree-scal€@MF pyramid(it isidealizedasusing nite supportlters
it is not possibleto achieve the sharpcut-off in frequeng domainasshowvn). The QMF pyramid
decompositiorsplitstheimagefrequeng spacento threedifferentscalesandwithin eachscale,
into threeorientationsubbandgvertical,horizontalanddiagonal).Visually, eachsubbandataptures
thelocal orientationenegy in animage. Theresultingvertical,horizontalanddiagonalsubbands
at scalei aredenotedby Vi(Xx;y), Hi(x;y), andD;(x;y), respectiely. The rst scalesubbands
aretheresultof corvolving theimagewith a pairof 1-D 2N + 1-tap nite impulserespons€FIR)
low-passandhigh-pasQMF lters, denotedasl( ) andh( ) respectiely. Theverticalsubbands
generatedy convolving theimage,l (x; y), with the low-pass Iter in the vertical directionand

However, unlike wavelets,the QMF pyramid doesnot afford perfectreconstructiorof the original signal,though
thereconstructiorerrorcanbe madesmallin practiceby carefuldesignof thefilters (AppendixA)



thehigh-passilter in the horizontaldirectionas:

X X
Vi(xyy) = h(m) (NI (x myy nj: (2.1)
m= N n= N
The horizontalsubbands generatedby convolving theimagewith thelow-passlter in the hori-
zontaldirectionandthe high-passilter in theverticaldirectionas:

X X
Hi(x;y) = [(m) h(n)I(x m;y n): (2.2)

m= N n= N

Thediagonalsubbands obtainedby corvolving theimagewith the high-passliter in bothdirec-
tionsas:

X X
Di(x;y) = h(m) h(nI(x  mjy nj: (2.3)

m= N n= N
Finally, corvolving theimagewith thelow-passlter in bothdirectionsgeneratesheresidueow-
passsubbandas:

X! X
L.(xy) = I(m) I(NI(x my nj: (2.4)

m= N n= N

Thenext scaleis obtainedby rst dowvn-samplingheresidualow-passsubband. ; andrecursvely
Itering with I( ) andh( ), as

X X
Vo(X;y) = h(m) [(n)Ly(bx=2c m;by=2c n) (2.5)
m= N n= N
Ha(x;y) = [(m) h(n)Li(bx=2c m;by=2c n) (2.6)
m= N n= N
X
Do(x;y) = h(m) h(n)L.(bx=2c m;by=2c n) (2.7)
m= N n= N
X
Lo(x;y) = [(m) [(n)Li(bx=2c m;by=2c n): (2.8)
m= N n= N

Subsequerdgcalesaregeneratedgimilarly by recursvely decomposinghe residuallow-passsub-
band.Thedecompositiorof a RGB colorimageis performedoy decomposingachcolor channel
independentlyThesesubbandsiredenotedasV,°(x; y), H(x; y), andD{(x; y), withc 2 fr; g; bg.

Color imagesusing other color systems(e.g., HSV or CMYK) are decomposedy rst trans-
forming to RGB colors. Fromthis decompositiora seriesof rst- andhigherorderstatisticsare
collected(seesection2.2).
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Figure 2.3: (a) An idealizedfrequeny domaindecompositiorwith a three-scaléQMF pyramid
decomposition.Shavn, from top to bottom,arescales0, 1, and2, andfrom left to right, arethe
low-pass,vertical, horizontal,and diagonalsubbands.(b) The magnitudeof a three-scal€QMF
pyramid decompositiorof a 2disc®image. For the purposeof display eachsubbands normalized
into range[0; 255]

2.1.2 Local Angular Harmonic Decomposition

The secondmagedecompositioremployedin this work is the local angularharmonicdecompo-
sition (LAHD) [66]. Formally, the n'"-orderlocal angularharmonicdecompositiorof animage,
I (X;y), isde ned as:
ZZ
An()(xY) = |y (13 IR(1)E™ drd ; (2.9)
r

wherel .y)(r; ) is the polar parameterizatiof imagel (x; y) aboutpoint (x;y) in theimage
plane,andR(r) is anintegrableradialfunction. The LAHD canberegardedasalocal decomposi-
tion of imagestructureby projectingontoa setof angularFourierbasiskernels g . Thefunction
R(r) senesasthelocal windowing functionasin the Gabor Iters [70], which localizesthe anal-
ysisin boththe spatialandfrequeny domains. The outputof the n-th LAHD, A,(1)(X;y), is a
comple-valued2-D signal. Shovnin Figure2.4arethe magnitudesindphase®f the rst 4-order
LAHD of animage. Both the magnitudesandthe phasesaptureimagestructuresuchasedges,
cornersandboundariesNotethatthe basisin LAHD is highly over-completeandit is usuallynot
possibleto reconstructheimagefrom the decomposition.

Thereis acloserelationbetweerthe LAHD andimagederivatives,whichis summarizedn the
following theorem:



Figure 2.4: The first 4-order LAHD of a naturalimage (top row). The middle row shavs the
magnitudegndthe bottomrow shavs the phaseangles.

Theorem 1 De ne a 2-D comple-valuedsignal " as:

@, "
X; = —+{= (72 X, ¥); 2.10
rx;y) a ‘g (179) (xy) (2.10)
wheee ? denoteghecorvolutionoperator. Thefunctiong( ; ) is aradial symmetri2-D Iter with
up to n'"-order derivatives. The powerin the de nition is denotedas repeatedsuperpositiorof
opertors. Thenfor R(r) = r 2¢ wehavel(x;y) = An(1)(X;y).

@n;
Proof: With thelinearity of the corvolution to the differentialoperatorit holdsthat:
@  @" @, @"
X3 = -t = | ? X, = |7 =+{{= X; :
Mxy) @@(g)(y) @@g(y)
Expandingthe 2-D convolutionyields:
ZZ
@, ,@"
X; = I (x ; — + {= ; )d d 211
rx;y) ( y ) e ‘@ a( ;) (2.11)

Next theimageplaneis transformedrom the 2-D Cartesiarcoordinateso polarcoordinatexen-
teredat (x; y), with

r cos (2.12)
rsin ; (2.13)



andd d = rdrd . Accordingly, theimageis expressedn the polar coordinatesas| (y)(r; ).
Solvingfor £ and 2 in termsof £ and 2 yields:

@ _ @ 1. @
@@ = cos % {sm % (2.14)

Substitutingequation(2.14)and(2.15)into 2 + {2 r]g( ;) yields:

@, ., ,e@" | _ @ 1. @ . @, 1 @ "
@+ @ a( ;) = cos@ Fsm @+{ sm@+Fcos@ a(r)
= (cos + {sin )g Fl(sin {cos )@@ a(r)

Notice that the function g(r) is independenbf the parameter (it is radially symmetric)- ary
differentiationof g(r) with respecto is zero. Thereforethe previousequationcanbe simpli ed
to:
@ @ " : n@g(r) {n @g(r)
— + {—= ; = (cos + {sin )'"——= =" —=;
e @ a( ;) ( {sin ) @ @
with the last stepbeinga resultof applyingthe Euleridentity, el = cos + {sin . Substituting
Equation(2.16)backinto Equation(2.11)yields:

(2.16)

7 7 )
My = 1 sy ) 2442 g(;)dd
@ @
2 @g()
= r | ey (15 )rwe{” drd ;
andde ning R(r) = r 24" yields:
Z Z
Mxy) = Loy (r; IR()E™ drd = Ap(1)(x; y):

Theoreml impliesthatthe LAHD canbe computeddy corvolving theimagewith a setof deriva-
tivesof asmoothradialsymmetric lter . For instancepnecanusea 2-D Gaussianlter, g(x;y) =

X242
2 2

pﬁe . Thusthe rst-order LAHD, with its realandimaginarypartstreatedasthe x- and
y-coordinatesis exactly thegradientof the Gaussianltered image.
Anotherimportantpropertyof the LAHD is onits applicationto arotatedimage.First, denote
R fg to betheimagerotationoperatorwith anangle . Note thatthereis no mentionof the
rotationcenter Thereasoris thatin the2-D imageplane rotatingtheimageregionaroundany two

10



Figure 2.5: Rotatinganimagearoundtwo differentpoints,P andQ, shavn asredandbluedashed
rectanglesdiffersby atranslation.

pointsby anangle differsonly by atranslationasillustratedin Figure2.5. A globaltranslation
of imageregion hasno effect on the imagesignal,andcanbe easily canceledut by choosinga
new origin for theimageplane.Thereforetherotatingof animageby anangle aroundany point
in the 2-D imageplanecanall betreatedasequivalent.For the LAHD of arotatedmage,we have
thefollowing results:

Theorem 2 Then' -order LAHD of animage rotatedwith an angleof is equivalento a phase
shiftof n  for ead angular Fourier basisin the LAHD of the original image, as:

An(R flO)(xy) = € An(1)(XY): (2.17)

Proof: As therotationcenteris irrelevant, we canchooseit to be ary pointin theimageplane.
Let it be (x;y). The rotatedimagesignal,in termsof polar coordinatesenteredat (x;y), is

iy (15 ). Thereforethe(x; y) elementbof the LAHD of therotatedimageis:
ZZ
An(R 1)(xy) = Loy (r; )R(r)e" drd
yANA

= | ey) (13 OR(r)e™C* ddrd ©
22
= én Loy (3 OR(r)EM “drd = e AL (1)(x;y):
0

r

11



A(1)(xy) |72 %H% (x;y)

A2(1)(x;Y) I ? % %+ 2{@@% (X y)

As(1)(x:Y) l@? g% 3@%2” 3@@2‘3@ % (x:Y)
A1)y | 12 @?ﬁ% 6%+{ 4@@% 4@@@33 )

Table2.1: The 1t through4™ -orderLAHD computedrom imagederiatives.

In practice,however, computingthe LAHD of animagedirectly by using Equation(2.9) is

notrecommendedA majorconcerns thatreparameterizingnimagefrom Cartesiarcoordinates
to polar coordinatesnvolvesresamplingand interpolationof the image plane,which introduce
numericalerrors. Also, corvertingto the polar coordinatedor eachlocationin animageis inef-
cient whenthe imageis large in size. On the otherhand,the relation betweenthe LAHD and
the spatialderivativesrevealedby Theoreml suggest& moreef cient algorithm:the LAHD can
be computedoy convolving with a setof dervativesof a symmetricandsmoothradial Iter (e.g.,
Gaussian)Speci cally,

@,,@e" _ X n ., @
e'le 97« @a-

k=1

Thereforeaccordingo Theoren2, then-th LAHD canbecomputedas

kigf’g;ny)k (2.18)

Shavnin Table2.1arethe rst 4-orderLAHD computedasimagederiatives.

Whathasbeendescribeds the LAHD for onescaleof animage.To capture@mageinformation
in multiple scalestheLAHD canbecomputedn eachscaleof a Gaussiampyramiddecomposition
of theimage,(seesection2.2).

X n
An(D(Xy) = 1(xy)? K {"
k=1

2.2 Image Statistics

The imagestatisticscentralto this work are collectedfrom the two imagedecompositiongntro-
ducedin the previoussection:asstatisticsof thelocal magnitudegrom the QMF pyramiddecom-
positionandstatisticsof the local phasedrom the LAHD. Theformer capturethe characteristics
andcorrelationof localimageenepgy acrosdifferentscalesprientationsandcolor channelsand

12
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Figure 2.6: A naturalimage(left) andthe histogramsof the coeficients of its three-scal®QMF
decompositior{right). Note the specificshape®f thesehistogramscharacterizedy a sharppeak
atzeroandlong symmetrictails.

the latter reveal consisteng (or inconsistenyg) in the local relatve phaseswhich representhe
local geometricstructurein animage.

2.2.1 Local Magnitude Statistics

We startwith the simpler caseof grayscalemages. It is known that subbandcoefcients of a
multi-scaleimage decompositiorof a naturalimage have a specific distribution [6], which are
characterizetdy asharppeakatzeroandlong symmetridails, Figure2.6. An intuitive explanation
is thatnaturalimagescontainlargesmoothregionsandabrupttransitionge.g.,edges). Thesmooth
regions,thoughdominant producesmallcoefcients nearzero,while thetransitiongyeneratdarge
coefcients. Thispropertyholdsfor the QMF pyramiddecompositiomswell asmary othermulti-
scaleimagedecompositionge.g.,wavelets).

The maginal distributions of the QMF pyramid subbandcoefcients exhibit a highly non-
Gaussiarshapeandusuallyhave positive kurtosis. Many parametrianodelshave beenproposed
to approximatethesedistributions. Oneis the generalized_aplaciandistribution [46], f (x) =
Ziej =i’ wheres; p arethedensityparametersandZ is anormalizingconstantAnothercommon
parametrianodelis a Gaussiarscalemixture[80], wherethe coefcient is modeledasthe product
of azero-meamormalrandomvariable,uggnda posmve randomvariablez, asx = uz. Thenthe

densityof x takesthe form asf (x) = % expl 5z 2)pz(z)dz wherep;( ) is the densityof z,

and 2isthevarianceof u. Both modelscapturetheIeptokurtlcshapesaf thesedistributions,with
themodelparameterbeingestimatedrom training datain a maximume-likelihoodfashion.

In this work, insteadof modelingthesedistributions parametrically a simpler approachis
taken. Speci cally, we usethe rst four cumulants(i.e., the mean,variance,skewnessand kur-
tosis, seeAppendix B) of the coefcients in eachsubbandof all orientations,scalesand color
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Figure 2.7: A grayscalenaturalimage(left) andanimagereconstructedrom the QMF pyramid
decompositiorof the left imagerandomlyshufing the decompositiorcoeficients while keeping
theresidualow-passsubbandThevisualstructuresn theoriginalimagearedestroyedthoughwith

similar coeficient statistics.

channelgo characterizéhe maginal distributionsof the coefcients. The cumulantsdetermine
thedistributionindirectly - distributionssharingsimilar cumulantswill have similar shapes.

While thesestatisticadescribehebasiccoefcient distributions,they arenotsufcient to char
acterizea naturalimage. Speci cally, two imagesthat have similar coefcient statisticsmay be
quitedifferentvisually. Shavn in Figure2.7is a simpleexample,wherethe left imageshareghe
sameresiduallow-passsubbandn a ve-scaleQMF pyramid decompositiorasthe right image.
However, the coefcients in eachsubbandof the right imageare subjectto a randomshufing,
resultingin the same rst orderstatisticsbut destrging any higherordercorrelationsn the sub-
bands. Thoughsomeoverall characteristicof the left imageis presered throughthe residual
low-passsubbande.g.,a darker region on the left anda lighter region on theright), the detailed
structurege.g.,edges)n theoriginalimagearecompletelydestrgedin theright image.

What causeghe problemis the implicit assumptiorthat eachcoefcient is anindependent
samplefrom anunderlyingdistribution. For naturalimagesthis independencassumptiorns very
problematic,asthe coefcients in eachsubbandand acrossdifferentscalesand orientationsare
correlatedas the result of salientimagefeatures(e.g., edgesand junctions)[26]. Suchimage
featuregendto orientspatiallyin certaindirectionsandextendacrossmultiple scaleswhich result
in substantialocal enegy, measuredy the magnitudeof the decompositiorcoefcient, across
mary scales,orientationsand spatiallocations,Figure 2.8. As such,a coefcient with a large
magnitudan ahorizontalsubbandanindicationthatthe correspondingixel is onor nearanedge
having horizontalorientation)suggestshattheleft andright spatialneighborsn thesamesubband
mayalsohave alargemagnitude Similarly, if thereis a coefcient with alargemagnitudeatscale
i, itislikely thatits “parent”atscalei + 1 will alsohave alarge magnitude.

This higherorderstatisticalcorrelationof coefcients canbe capturedoy anothersetof image
statistics,which are collectedfrom the linear predictionerrorsof coefcient magnitudes.It has
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Figure 2.8: A naturalimage(left) andthe magnitude®f its three-scal€@MF pyramid decomposi-
tion (right). Notethe correlationbetweermagnitude®f neighboringcoeficients,ashighlightedin
theright panelandcorrespondingo thefixed neighborhoodetusedin Equation2.19.

beennotedthatthe coefcient magnitudesiearimagefeaturesfollow a simple rst-order linear
dependeng [6]. Speci cally, it is possibleto build a linear predictorof magnitudesrom the
magnitudef neighboringcoefcients for naturalimages.The predictionerrorsfrom this linear
predictorprovide a measureof correlationsamongneighboringcoefcients. For the purposeof

illustration, considera coefcient in the vertical subbandat scalei, V;(x;y). A linear predictor
of its magnitudeis built from a x ed subsetmotivatedby the obsenationsof [6] and modi ed

to include non-causaheighbors,from its all possiblespatial, orientation,and scaleneighbors.
Formally, the linear predictorof the coefcient magnitudess formedasa linear combinationof

theneighboringmagnitudes:

VIOGY)T = wijVi(x - Ly)i+ wWolVi(x + Ly)j + wajVi(xiy  1)j + wajVi(x;y + 1))
+ Wsj Vi (X=2,y=2)j + We] Di(X; Y)] + W] D1 (X=2;y=2)j; (2.19)
wherej | denotesthe magnitudeoperatorandwy, k = 1,;:::;7 are scalarweightsassociated
with eachtype of neighbors. Interpolatedvalues(e.g., rounding)are usedwhen x=2 or y=2 is

non-integger Whenevaluatedthroughouthe whole subbandandassuminghomogeneity) Equa-
tion (2.19)canbe expressednorecompactlyin form of matrix andvectorsas:

v = Qw; (2.20)

wherethe columnvector¥ is formed by stackingthe magnitudesf all coefcients in V;2, and
eachcolumnof thematrix Q containghe magnitude®f eachtype of neighboringcoeficients,as
specifiedin Equation(2.19). Theunknavns,w = (w; 31 w;)', aredeterminedy aleastsquares
estimationwhich minimizesthefollowing quadraticerrorfunction:

E(w) = [ Qw]* (2.21)

2To make the estimationstable we only considercoefdcientswith magnitudegreaterthana pre-giventhreshold.
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This errorfunctionis minimizedby differentiatingit with respecto w:

dE (w)
dw

2Q" (v Qw); (2.22)
andsettingtheresultequalto zero. Solvingtheresultingequationfor w yields:
w = (Q'Q) '‘Q"w: (2.23)

Giventhelargenumberof constraint§onepercoefcient in thesubband)n only sevenunknowvns,
it is generallysafeto assumehatthe7 7 matrix QT Q is invertible. Similar linearpredictorsare
formedonall otherorientationsubbandsthelinearpredictorfor horizontalanddiagonakubbands
aregivenas:

JHiGY)j= wajHi(x  Ly)j+ wojHi(X + 1;y)j + wajHi(X;y  1)j + wajHi(X; y + 1)j
+ WsjHi+1 (X=2;y=2)j + WgjDi(X; ¥)j + W7jDi+1 (X=2; y=2)j; (2.24)

and

IDi(XY)i=wiDi(x  Ly)j+ wWoDi(x + Ly)j+ waDi(x;y  1)j + wajDi(x;y + 1)]
+ WsjDisg (X=2; y=2)j + WejH; (X; ¥)j + W7jVi(X; y)j: (2.25)

An alternatveto the x edneighborhoodubsetisusedn Equation(2.19)is to useneighboring
subsetsadaptedo differentsubbands.Speci cally, a quasi-optimaineighborhoodsubsetcanbe
found by aniterative greedysearchon a per subbandand perimagebasis. The subsetf a given
numberof neighborsthat minimizesthe predictionerror, Equation(2.21), is usedto construct
the linear predictorof that subband. For a subbandat scalei, the searchfor suchan optimal
neighborhoodsubsebf sizek is constrainedo the setof all neighborswithin anN N spatial
region of all orientationsatscales; i + 1;:::;i+ L 1. Forinstancewith N = 3andL = 3
the searchof the optimalneighborhoodgubsefor verticalsubbandat scalei, V;, is con ned in the
following 80 neighbors:

Vix 6y ¢)  Hi(x ciy ¢) Di(x ciy ¢)
V(3 663 6) Hia(3 oo} 6) Dia(y oo} o)
Vis2 (5 CX;% ¢) Hiwa(5 Cx;% ¢) Diw2(3 C )

with c.;c, 2 f 1;0; 1g andexcluding V; (x; y) itself. Thedivisionsareroundedto integerswhen
necessaryFromtheseneighborsratherthanusinganexhaustve searchof all possiblesubsetof
sizek, a greedysearchis employed. On eachiteration, a remainingneighbor whoseinclusion
minimizesthe error function, Equation(2.21), is incorporated. The whole processcan be ef -
ciently implementedasan orderrecursve leastsquaresestimation. This iteratve searchprocess
is repeatedor all orientationandscalesubbandsWith the chosemeighborhoodsubsetthe lin-
earpredictoris constructedimilarly with the predictorcoefcients (wy; :::; wy) determinedasfor
the x edneighborhoodEquation(2.23). For naturalimagesthe x edneighborhoodetin Equa-
tion (2.19) coincideswith the neighborhoodound by this quasi-optimakearch6]. Onthe other

BN
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Figure 2.9: A naturalimage(left) andits reconstructiorwith the QMF pyramid magnitudegpre-
dictedby thelinear predictor Equation(2.19),(2.24)and(2.25),andthe signsfrom the QMF pyra-
mid of theoriginalimage.Notetheimprovementovertheimagereconstructedvith maiginal statis-
ticsonly, Figure2.7.

hand,for applicationsotherthannaturalimages(e.g.,theimagesof paintingsanddrawingsin the
applicationof art authentication)theseadaptedeighborhoodremoreeffective.

The linear predictorof QMF coefcient magnitudesan bettercharacterizea naturalimage.
Shavnin Figure2.2.1is a naturalimage(left) andits reconstructiorwith the QMF pyramid mag-
nitudespredictedby thelinearpredictor Equation(2.19),(2.24)and(2.25),andthe signsfrom the
QMF pyramid of the original image. Note the improvementover the imagereconstructedvith
maiginal statisticsonly, Figure2.7.

With the linear predictor the log errorsbetweenthe actualandthe predictedcoefcient mag-
nitudesarecomputedas:

p = log(v) log(jQwj); (2.26)

wherethe log( ) is computedpoint-wise on eachvector component. The log error, insteadof
the leastsquareerror, Equation(2.21), is usedfor a larger dynamicrange. As shavn in [6],
this log errorquanti es the correlationsof the coefcients in a subbandwith their neighborsand
naturalimagestendto have a specific distribution for theseerrors, Figure 2.10. Following the
samerationaleasthe coefcient statistics the samestatistics(i.e., the mean,variance skewness
and kurtosis) are collectedto characterizethe error distributions of eachscaleand orientation
subbands.

For a QMF pyramid of n scales,the coefcient maginal statisticsare collectedfor scales
i = 1, n 1, with atotal numberof 12(n 1) (the mean,variance,skewnessand kurtosis
for the vertical, horizontalanddiagonalsubband$n eachscale).Similarly, the error statisticsare
collectedatscales = 1;::;;n  1whichalsoyield atotalnumberof 12(n  1). Combiningboth
typesof statisticsresultsin agrandtotal of 24(n 1) statistics§rom agrayscaléemage.

For aRGB colorimage,the QMF pyramiddecompositions performedndependentlyneach
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Figure 2.10: A naturalimage(left) andthe histogramf thelinearpredictionerrorsof coeficient
magnitudedor all subbanddn athree-scal€®MF pyramiddecompositiorof theimageon theleft.

color channel.The coefcient statisticsarecollectedover all subbandsn all threecolor channels
andthustriple the total number Similar to the caseof the gray-scalemages,a linear predictor
is usedto capturethe correlationsamongneighboringcoefcient magnitudes.Only now the lin-
earpredictoris modi ed to exploit correlationsamongcoefcient magnitudesof differentcolor
channels.Speci cally, the neighborhoodsubsetusedin the linear predictorincludescorrespond-
ing coefcients in the othercolor channeld. For example,the linear predictorof magnitudefor a
coefcient in theverticalsubbancf greenchannel,’(x; y) is givenas:

VO Y = wijVa(x  Ly)j+ woiVia(x + Ly)j + wajVo(x;y 1)
+ WajVO(x; Y + 1) + wsj V9, (x=2; y=2)j + WeiD (X; y)]
+ WeDE, (X=2;y=2)j + Wej Vi (X; )] + Wgj V,°(X; Y)j: (2.27)

This processs repeatedor scales = 1;::;;n 1, andfor the subbands/" andV,°, wherethe
linearpredictorsfor thesesubbandsireof theform:

VIOGY)] = wijVii(x Ly)j+ WV (x + Ly)j + wajVi' (x;y 1)
+ waV' (X y + 1)j + Wiy (X=2; y=2)j + WejD{ (X; Y)j

+ W7D,y (x=2;y=2)j + Wgj Vo (X; y)j + Woj V,°(X; V)i (2.28)
and
VPOGY) = wajVP(x Ly)j+ wolVP(x + Ly)j + weiViP(x; Yy 1)]
+ Wa V(X y + 1)j + wsj V2 (x=2; y=2)j + We]DX(X; Y)]
+ WyDPy (=2, y=2)j + Wgj Vi (X; y)j + Woj VI (x; y)j: (2.29)

3As in the caseof gray-scalémages,the neighborsto form the linear predictorcan also be found by a greedy
search.For simplicity, only the caseof the fixed subseis shavn here. Quasi-optimakubsetsanbe found similarly
asfor thegray-scalémages.
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A similar processs repeatedor the horizontalanddiagonalsubbandsAs anexample thepredic-
torsfor the horizontalanddiagonalsubband#n thegreenchannehre:

JHAGY)] = wijHI(x  Ly)j+ wojHI(x + Ly)j + wajHI(xy 1)
+ WaHP(x; y + 1)j + wsjH 5, (x=2;y=2)j + WejDP(x; y)j
+ w7jD&, (x=2;y=2)j + WejH! (X; Y)j + WejH2(x; y)j; (2.30)
and
iDIGY)] = wiDI(x  Ly)j+ wojD(x + Ly)j + wajDA(x;y  1)]

+ wWDY(x; y + 1)j + wsjDE, (x=2, y=2)j + wejH(X; y)j
+ wojVO(x; y)j + WeiD! (X; y)j + WejDP(X; Y)j: (2.31)

For the horizontaland diagonalsubbandsn the red andblue channelsthe linear predictorsare
determinedn a similar fashion. For all predictorsthe predictorcoefcients are estimatedsimi-
larly with aleastsquaregprocedureasin Equations(2.23). For eachorientation,scaleandcolor
subbandthe error metric (Equation(2.26))is computedfrom which the samesetof error statis-
tics (mean,variance skewnessandkurtosis)arecollected.As threecolor channelsarenow being
consideredthetotal numberof statisticss tripledto 72(n 1) in a QMF pyramiddecomposition
of n scales.

2.2.2 Local PhaseStatistics

Local magnitudestatisticsfrom a QMF pyramid decompositiorare not sufcient to captureall
statisticalregularitiesin naturalimages.Speci cally, oneimportantcomponenthatis absenfrom
thesestatisticsis the local phasein imagedecomposition.lt hasbeenknown that the phasesn
a global Fourier transformof animagecarry a signi cant fraction of informationin the image.
Speci cally, structuresn animage(e.g.,edgespordersandcorners)aretheresultsof the precise
correlationof phase®f differentfrequeny component®?. Similarly, in alocalizedimageregion,
the local phasesalso play a signi cant role in de ning image structures. Capturingsuchlocal
phasecorrelationsarethenimportantto characterizenaturalimages.lIt is possibleto modellocal
phasestatisticsfrom a complex waveletdecompositio56], affording a uni ed underlyingimage
representatiowith the waveletdecompositiordescribedn the previous section.We have found,
however, thatthe local angularharmonicdecompositiolLAHD) affords moreaccurateestimates
of local phase[66]. Our imagestatisticsare collectedfrom the rotation-irvariantrelative phase
signaturexollectedfrom the LAHD of a naturalimage.

Relative Phase

Fromthe LAHD of animage,somerotation-irvariantsignaturesan be induced. Considerthe
relatve phasedetweerthe m-th andn-th LAHDs of animagel atposition(x; y) as[66]:

mn (DGY) = VALY An(DG Y] G; (2.32)
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where\ fc;; c,g is theanglebetweentwo complex numbersc; andc, in thecomple plane,com-
putedasthephaseof ¢; ¢, ( isthecomplex conjugate).lt is not hardto prove with Theorem2
that ., is rotationinvariantas:

mn (R 1) AR D™ An(R DM =™ A (D)™ e ™M AL(1)"
A.(DM™ A" = mn(1):
Furthermorethe magnitude®f the comple< LAHDs canalsobeincludedto obtainthe following
rotationinvariant[66]:

p . _ .
S = JAN(D)] A1) &™), (2.33)

whereall operatorg(i.e., multiplication, squareroot, magnitudesand complex exponential)are
computedcomponent-wise.Fromthe rst N-order LAHDs of animage, N(N2 Y suchrotation
invariantssy (1) forl m< n N, arecollectedandusedascomplex signaturedor specific
patterndn [66]. For a RGB colorimage,the LAHDs of eachcolor channeis computedndepen-
dently, AEC)(I ), for ¢ 2 fr;g; bg. Therotationinvariantsarethencomputedacrosscolor channels

as:

@ )(xy) = \FAL )06 YI™ AL 1) y)] (2.34)

and
q

sl = A1) JASP)] expli &(1)); (2.35)

for c;;c 2 fr;g;bg. In this work, it is from these2-D complec signalsthat the secondset of
statisticsof naturalimagesarecollected.

Statistics

Fromthe 15t- throughN " -order LAHDs, 6N (N 1) signaturesare collectedfrom within and
acrosscolor channelgthereareN (N 1)=2 combinationof the LAHD orders,6 orderedcom-
binationsof color channelsand 2 statisticsper combination,yielding 6N (N  1)). The phase
statisticsare collectedfrom the two-dimensionadistribution of thesesignaturesn the comple

plane.Speci cally, assumingero-meartata,we considerthe covariancematrix:

My1 Mi2

C1,C —
Mp;lq 2 = Myt Moo (2.36)
where:
1 X C1;C 2
My = 3 <(spig 2 (X; ) (2.37)
Xy
1 X C1,C C1,C:
myp = 3 <(51 2(x;y)= (5 o 2(X Y)) (2.38)
Xy
1 X C1;C 2
Moy = S =(spig 2 (X; ) (2.39)
Xy
My = My, (2.40)

20



whereS is thetotal numberof signaturesand<( ) and=( ) correspondo therealandimaginary
component®f a complex quantity The structureof this covariancematrix is capturedby the
measures:

min(mz; Myy) |
max(mag; Myy)

(2.41)

-
|

and,

mio .
max(ma1; Myy)

(2.42)

Consideringthis distribution asa scaledandrotatedGaussiardistribution, the rst measurecor-
respondgo therelative scalesalongthe minor and major axes,andthe secondof thesemeasures
to the orientationof the distribution. In orderto capturethesephasestatisticsat variousscales,
this entire processs repeatedor several scalesof a Gaussiarpyramid decompositiorof the im-
age[50].

2.2.3 Summary

Herewe summarizehe constructiorof the statisticalfeaturevectorconsistef the local magni-
tudeandlocal phasestatisticsfrom a color (RGB) image.

1. Build an-scaleQMF pyramiddecompositiorfor eachcolor channel Equationg2.1)-(2.4).

2. Forscales = 1;:::;n 1andfor orientationsV, H andD, acrossall threecolor channels,
c 2 fr;g;bg, computethe mean,variance,skewness,and kurtosisof the subbandcoef-
cients.Thisyields36(n 1) statistics.

c 2 fr;g;blg, build alinear predictorof coefcient magnitude Equation(2.21). Fromthe
errorin the predictor Equation(2.26),computethe mean variance skewness andkurtosis.
Thisyields36(n 1) statistics.

4. Build a n-scaleGaussiamyramid for eachcolor channel. For eachlevel of the pyramid,
computethe 15t- throughN " -orderLAHD, Equation(2.18). Computethe relative phases,
Equation(2.32). Computethe rotationinvariantsignature Equation(2.35),acrossall color
channelsandthe LAHD orders,from which the covariancematrix, Equation(2.36), and
subsequerghasestatisticaareextracted Equation(2.41)and(2.42). Thisyields6N (N 1)n
statistics.

5. To avoid the artifact of certaindimensionsdominatingthe classificationdueto differences
in the dynamicrange,in the nal featurevector all statisticscollectedwere normalizedin
eachdimensioninto therangeof [0; 1].
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In mostof the experimentsdescribedn this thesis,216local magnitudestatisticswere collected
from athree-scal@MF pyramiddecompositiorof a RGB colorimage.Similarly, 216local phase
statisticswere collectedfrom the 15t to the 4" -order LAHD on a three-scal@Gaussiarpyramid
(usingthe 5-tap binomial Iter [1 4 6 4 1]=16) from a RGB color image. The overall processof
collectingthe local magnitudestatisticsfrom a QMF pyramid decompositioris summarizedn
Figure2.11.1t is alsopossibleto collectlocal magnitudeandlocal phasestatisticsfrom grayscale
images.With athree-scal&@MF pyramid decompositiorandthe 1% to the 4" -orderLAHD on a
three-scalé€saussiarpyramid, 72 grayscaldocal magnitudestatisticsand 36 local phasestatistics
canbeextracted.

2.3 Natural Image Data Set

As our maininterestis in statisticallymodelingnaturalimages,we needa setof naturalimages
in asufciently large numberandasdivergentaspossiblein their contents.For this purposewe
collected40; 000naturalimages.Theseimagesweredownloadedfrom www.freefoto.com -
all imagesare from photographgakenwith a rangeof different Ims, camerasandlensesand
digitally scanned.They are RGB color images,spanninga rangeof indoor and outdoorscenes,
JPEGcompressedvith an averagequality of 90% andtypically 600 400 pixelsin size (on
average,85.7 kilobytes). Grayscaleémagescan be convertedfrom the RGB color imageswith
usingmapping:Gray= 0:299Red+ 0:587Green+ 0:114Blue. Shavnin Figure2.12arethirty-two
examplesfrom this setof naturalimages.The subsequergxperimentsdescribedn this thesisare
all basedn this setof naturalimages.

2.4 Natural vs. Synthetic

Thoughbasedon obsenationsof naturalimages,the proposedmage statisticsare not directly
derivedfrom rst principlesof physicalimagingprocess.As such,it is desirableto con rm that
they do capturecertainnon-trivial statisticalregularitiesof naturalimages. Ideally, underthese
imagestatisticsnaturalimageswill shav moresimilarity beyondtheir differencein content,and
dis-similaritiesbetweennaturaland un-naturalimageswill alsobe moredistinct. More specif-
ically, in the spaceof all possiblefeaturevectorsconsistedof the proposedmagestatistics,we
would lik e to seethat naturalimagesclustertogetherandseparatedrom un-naturaimages.lt is,
however, evenharderto de ne an“un-natural’image,andin our experimentswe emplojedsome
synthetiamagesof differenttypes,usuallyconsideredun-natural”’asthey rarelyappeain natural
ervironment.

Shown in the rst row of Figure 2.13 are four examplesfrom 1; 000 natural photographic
imageschoserfrom the40; 000imagesasdescribedn Chapterl. Threedifferenttypesof synthetic
images,Eachtype of thesesyntheticimagespreservingcertain statisticalpropertiesof natural
images,werealsogeneratedShawn in the secondo the fourth row in Figure2.13areexamples
of: (1) noisepatternswhich were createdoy scramblingthe pixels of the correspondingatural
imagesandthushadthesamentensity-histogramg2) fractalpatternsvhichkeptthe1=! ,+! )P,
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Figure 2.11: Overall proces®f collectinglocal magnitudestatisticsandlocal phasestatisticsfrom
aRGB colorimagewith athree-scal@MF pyramidandthe 15t to the4" -orderLAHD on athree-
scaleGaussiarpyramid.

23



naturalimages.

24



Figure 2.13: Naturalandsyntheticimages.Fromtop to bottomareexamplesof the 1; 000 natural
images,300 noisepatternswith the sameintensity-histogras, 300 fractal patternswith the same
frequeng magnitudeenvelopesand300discimageswith similar phasestatisticsasthecorrespond-
ing naturalimages.

(p 2 [1; 2]) magnitudeernvelopeof the correspondinghaturalimagein the frequeng domainbut
werewith randomphasesand(3) discimagesthatwereformedby overlappinganti-aliasediscs
of variablesizeradii. 3000f eachtype of syntheticimagesweregeneratedn our experiment.

From theseimages,naturaland syntheticalike, the local magnitudestatisticsfrom the QMF
pyramiddecompositiomndthelocal phasestatisticfrom theLAHD wereextractedto form image
featuresSpeci cally, eachimagewas rst croppedotheits 256 256regionto accommodatée
differencein sizes.Imagestatisticsasdescribedn Section2.2.3were collectedon eachcropped
imageregion. Speci cally, threetypesof imagefeaturesi(1) the216local magnitudestatistics(2)
the216local phasestatisticsand(3) the432statisticsof bothtypes.To visualizethedistribution of
theseémagefeaturevectors,n all threecasesthehigh-dimensionaleaturevectorswereprojected
ontoathreedimensionalinearsubspacspannedy thetop threeprincipalcomponentsisaresult
of the principalcomponentinalysisof all imagefeatureAppendixC).

Shown in Figure2.14 arethe projectedfeaturevectorsof the 1; 000 naturalandthe 900 syn-
theticimages(300noise( ), 300fractal( ), and300discs)ontothetop 3 principalcomponents
for the 216local magnitudestatistics the 216local phasestatistics, andthe 432 statisticsof both
types.In all threecasesthethreetop principalcomponentsaptureover 75%of thetotal variance
in the original dataset. By reducingthe dimensionality a signi cant fraction of informationwas
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Figure 2.14: Projectionof the 216 color local magnitudeimagestatistics,216 color local phase
statisticsand 432 color local magnitudeand phasestatisticsfor 1000 naturalimage( ), andthe
synthetiamageg300noise( ), 300fractal( ), and300discs)ontothetop 3 principalcomponents
for the 216 local magnitudestatisticsthe 216 local phasestatistics,andthe 432 statisticsof both
types. In all casesthe top three principal componentsusedcapturemore than 75% of overall

variancein theoriginal dataset.

26



Go(2) #2 "2 Ho(z)

o
-

Gi(2) #2 "2 H1(2)

Analysis Bank Synthesis Bank

Figure 2.15: Two-channeQMF filter bank.

discardedbut it allows usto visually inspectthe distribution of the featurevectorsfor naturaland
syntheticimages.As we have expected,n all casesthefeaturevectorsfrom the proposedmage
statisticsfor naturalimagesform arelatively tight cluster More importantly the synthesizedm-
agesarewell separatedrom the ensemblef naturalimages.The similar statisticalregularitiesin
eachtype of syntheticimagesarealsore ected by their own clusters.Theseindicatethatthe pro-
posedmagestatisticsarecapableof capturingstatisticalregularitiesin naturalimagesnot present
in the syntheticimages. Note that the resultwith the 432 combinedstatisticsachieved the best
separatiorbetweennaturaland syntheticimageswhile keepinga tight ensembldor naturalim-
agessuggestinghatcombiningboththe local magnitudeandthe local phasestatisticscanbetter
characterizenaturalimages.

Appendix A: Quadratur e Mirr or Filters

In mary applicationsin signal processingwe needto decompose signal with a two-channel
decompositionlter bank,asshown in thefollowing diagram.Gq, andG; arelow-passandhigh-

passlters in theanalysisbank,while Ho andH ; arelow-passandhigh-passlters in thesynthesis
bank.# and"2 representhe downsamplingandupsamplingoperatorsyespectely.

V() = Go(2)Ho(2) “; G1(2)H1(2) X (2)
Go( 2)Ho(2) + Gi( 2)H1(2)

2

X( 2): (2.43)

Thesecondermin theabove equations thealiasingin thedecompositionThealiasingcancella-
tion condition(ACC) is expresseds:

Go( 2)Ho(2) + G1( 2)Hu(2) = O (2.44)
Onewayto satisfythe ACCis to choosehe synthesislter pairsas:

Ho(2) = 2G1( 2) Hi(2) = 2Go(2): (2.45)
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With Iters satisfyingtheabove equationthe Iter bankoutputin Equation(2.43)is now
Y(2) = [Go(2)G1(z) Go( 2)Gi(2)] X (2): (2.46)

Anotherimportantrequiremenbf the Iter bankdecompositioris the perfectreconstruction
condition(PRC).With Equation(2.43),the PRCis formulatedas:

Go(2)Ho(2) + Ga(2)H1(2) = cz '; (2.47)

for positive constants andc.

Quadraturenirror Iters (QMF)[76, 79,68] is adesignof G, andG; thatsatisfythe ACC,i.e.,
it eliminatesaliasing.In QMF, the high-passlter G; is fully determinedy thelow-passlter Gg
as:

Gi(z) = Go( 2): (2.48)

It is not hardto seethat QMF satis esthe ACC. On the otherhand,FIR QMF with morethan2
tapsdoesnot satisfythe PRC.For moredetails,pleasereferto [70].

ThoughQMF doesnot satisfythe PRC,in practiceit is still widely used,becauset elimi-
natesaliasingandhaslinear phaseresponse Furthermorethe amplitudedistortionof a QMF in
frequeny domainis givenby:

D(') = 2iGo(e")j? 1L (2.49)

Therefore,optimal QMF Iter can be designedby nding a linearphaseGo minimizesD(! )
with numericaloptimizationmethods. With suchcareful design,QMF can give nearly perfect
reconstructionSpeci cally, in this work, thefollowing pairsof QMF lters areemployed:

| = [0:02807382 0:060944743 0:0733866240:41472545
0:79739340:41472545 0:073386624 0:0609447430:02807382]

h = [0:028073820:060944743 0:073386624 0:41472545
0:7973934 0:41472545 0:0733866240:0609447430:02807382]

Appendix B: Cumulants

Assumex areal-\aluedcontinuousscalarandomvariablewith probabilitydensityfunctionpy (x).
The rst characteristidunction (or momentgeneratingrunction) of x is de ned asthe Fourier
transformof py (x) as:
yA 1
(1) = p(x)el Xdx; (2.50)
1
whoseMcLaughlin expansionyields the momentsfor x. The secondcharacteristidunction (or
cumulantgeneratingunction)of x is de ned by thelogarithmof the rst characteristidunction,

(M) = log(" (*)): (2.51)

28



The cumulantsarethe McLaughlinexpansioncoefcients of the secondcharacteristi¢unction of
X. The rst four cumulantsof x is de ned as:

1 = Efxg (2.52)
, = Efx?g (Efxg)? (2.53)
s = Efx3g 3Efx?gEfxg+ 2(Efxg)® (2.54)
.+ = Efx*g 3(Efx%g)?+ 12Efx3gEfxg 6(Efxg)* (2.55)

andmorecorvenientlytermedasthe meanvariance skewnessandkurtosisof x. Threeproperties
of cumulantanake themimportantin characterizinghe randomvariablex,

1. Fromcumulantsthe pdf of therandomvariablecanbe determined.

2. For statisticallyindependentandomvariablesx andy, thecumulantof x + y is thesumof
thecumulantsof x andy.

3. For multi-dimensionabata,the cumulantsaaremulti-linearandcapturesigherordercorre-
lations.

4. Gaussiardistribution hasall zerocumulantsof orderhigherthan2.

Appendix C: Principal ComponentAnalysis

Denotecolumnvectorsx; 2 R",i = 1;:::; N astheoriginalfeaturevectors.The overall meanis:
1 X
~ = N i (2.56)

i=1
Thezero-meanedatais pacledintoan N matrix:
M = X4 ~ X ~ i ¥x - (2.57)

If the dimensionalityn of %; is smallerthanthe numberof datapointsN, asin our casethenthe
n n (scaled)ovariancematrixis computeds:

C = MM! (2.58)

Theprinciplecomponentaretheeigervectorse, of thecovariancematrix(i.e.,Ce = ;€), where
theeigervalue, ; is proportionalo thevarianceof theoriginal dataalongthej ™ eigervector The
dimensionalityof eachx; is reducedrom n to p by projecting(via aninnerproduct)eachx; onto
the top p eigervalue-eigewectors. The resultingp-dimensionalectoris the reduced-dimension
representation.
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Chapter 3

Classi cation

The goal of imageclassi cationis to differentiateimagesof two or moredifferentclassesr cat-
egories. In digital imageforensicsapplicationsthe imageclasseghatare of interestarenatural
photographidmagesand varioustypesof “un-natural” images,which are subjectto operations
neededo berevealedfor forensicgpurpose.Theimagestatisticsdescribedn the previouschapter
are showvn to be effective in differentiatingnaturaland suchun-naturalimages. However, such
differencein imagestatisticsarevery unlikely to be found by visualinspection,asin the caseof
the experimentdn section2.3. More appropriatelythey areformulatedasanimageclassi cation
problemwheretrainedclassi ers are employed to differentiatenaturalimagesfrom un-natural
imagesof interestautomatically Automatic classi cation hasbeena centralthemefor pattern
recognitionand machinelearning,and over the yearsthere have beengreatprogressn this di-
rection,see[31] for a generalreview. For our purposewe employ threedifferentclassification
techniqueslinear discriminantanalysis(LDA), non-linearsupportvector machinegSVM) and
one-classsupportvector machines(one-classSVM), which will be describedin detailsin this
chapter

3.1 Linear Discriminant Analysis

Strictly speakingrunninglineardiscriminantanalysigLDA) over a setof datadoesnotresultin a

classi er, but will nd arelatively lowerdimensionalineardatasubspacevheretheclassi er can
bemosteasilyconstructedMore speci cally, whatLDA achiesesis to recover alow-dimensional
linear subspacevherethe classificationin the original high-dimensionatraining datais bestpre-

sened. For simplicity a two-classLDA is described,and the extensionto multiple classess

straight-forvard. Denoted dimensionakolumnvectorsx;, i = 1;::;;Ny andy,j = 1;::;; Ny as
trainingexemplargrom eachof two classesThewithin-classmeansarede ned as:

X1 X2
1 : 1 (3.1)

R
I
|

X
QD
2

R
I
|

<
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Theoverall-classmeanis de ned as:

1 X1 Xz

T T N;+ N, o n (3:2)

Thewithin-classscattematrix is de ned as:
Sv = MM+ MMJ; (3.3)

where,the i" columnof matrix M, containsthe zero-meaned™ exemplargivenby %, — ~;.
Similarly, the j™ columnof matrix M, containsy; ~,. The between-classcattermatrix is
de nedas:

Sp = Ni(~1 ~)(~1 ~)"+Ny(~ ~)N~ ) (3.4)

Let € be the generalizeckigervectorof Sy, andS,, with the maximalgeneralizecigervalue,
thatis Spe = maxSwe Thetrainingexemplarsk; andy, areprojectedontothe one-dimensional
linear subspacele ned by € (i.e., %' € and ije). This projectionsimultaneouslyminimizesthe
within-classscattey €' S, €, while maximizingthe between-classcatter " Sye, amongall such
1-D projections.Oncethe LDA projectionis determinedrom thetrainingset,a novel exemplarz
is classifiedby its projectionontothe samesubspacez' €. In the simplestcasetheclassto which
this exemplarbelongsis determinedvia a simplethreshold.In the caseof a two-classLDA, we
areguaranteedo be ableto projectontoaone-dimensionaubspaceastherewill beexactly one
non-zerceigervalueif thewithin-classmeans-; and~, do notcollide.

For anN -classclassi cationproblemwith d-dimensionablata,with N d, LDA will recover
an(N 1)-D linearsubspaceywherethe classi erscanbe simply constructegsthe nearesten-
troid classi er. In thenearestentroidclassi cation,adatais attributedto the classwhosecentroid
(the geometriccenterof training classbelongingto that class)is closest. In caseof the binary
classi cation,wherethe numberof classedN = 2, the nearestentroidclassi cationequalsto a

nding athresholdn the1-D linearsubspacéaline) betweerthetwo projectedclassmeans.The

classificationsurfaceof the two classess thena hyperplaneorthogonalo the projecteddirection
intersectingit at the thresholdpoint. LDA is attractve becauseof its generaleffectivenessand
simplicity, asit hasa closed-formgeneralizeceigervector solution. The dravback, however, is
thatthe classificationsurfaceis constrainedo belinear.

3.2 Support Vector Machines

Supportvectormaching(SVM) classi ershave recentlydravn alot of attentionin patternrecog-
nition and machinelearning[7, 78] due both to their solid theoreticalfoundationand excellent
practicalperformanceln thebinaryclassi cation,alinear SVM classi er seeksa hyperplandhat
separatesraining dataof two classeswith the largestclassi cation mawgin, which provably has
the bestgeneralizatiorability (i.e., beingabletow working on datanot includedin the training
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set)amongall possibleseparatindiyperplanesin the casewhenno hyperplanepossiblyseparat-
ing thetrainingdata,SVM nds onethatgivesriseto the bestcompromisebetweerclassi cation
errorsandgeneralizatiorability. Using SVM for classi cationcanreducethe risk of over tting
thetraining data,i.e., the classi er merelymemorizingcorrespondencef training dataandclass
labels,thuswill notwork on dataoutsideof thetrainingset.

Neverthelesstherealpowerof SVM liesin its non-linearextensionwhich reconstructs non-
linear classi cation surface betweenthe two dataclassedasedon training data. Comparedo
linear classi cationtechniquessuchasLDA, beingableto usenon-linearclassi cation surface
greatlyincreasehe e xibility of SVM to modelcomplicateddataclassi cationpatterns.Thenon-
linear classi cation, contraryto the arbitrarily complicatednon-linearclassi cation techniques
suchasthe neuralnetwork, is achiezed by rst embeddingraining datainto a higher (possibly
in nite) dimensionakpace.A linearseparations thenfoundin thatspaceby thelinear SVM al-
gorithmandis mappedackto the original dataspaceasa non-linearclassificationsurface.Such
anon-linearclassi cation,thoughmore e xible, inheritsthe stability andgeneralizatiorability of
linearSVM, thuseffectively reduceshechanceof over- tting thetrainingdata.More importantly
the mappingfrom the original dataspaceo the higherdimensionakpacewherelinearseparation
found,doesnotneedto bede ned explicitly, but canbede ned implicitly by computingtheinner
productsof two mappediatavia akernelfunction(commonlyknown asthekerneltrick). Theker-
nel trick hasthe advantagethatall computationsreperformedin the original lower-dimensional
space.Thusthe non-linearSVM doesnot suffer the potentialhigh dimensionalityof the mapped
data. The dravbackof usingnon-linearSVM, however, is thatits trainingis more complicated,
requiringaniterative numericaloptimizationandparametetuning. A moredetaileddescriptiornof
the SVM algorithmis givenin the AppendixA.

3.3 One-classSupport Vector Machines

While non-linearSVMs afford betterclassificationaccuray, its training requiresdatafrom all
imageclassesin our case theimagestatisticsof both naturalandun-naturaimages.This signif-
icantly complicateghe datacollectionandtraining process.Also, it makesharderto ensurethat
the classifierto generalizeto novel data. Shavn in Figure 3.1(a)is a 2-D toy examplewherea
linear SVM classifier trainedon black dotsandwhite squaresis employedto separatelotsfrom
squaresThedashedine is theclassificationsurface.ln thesamegure, thegraysquaresepresent
adifferenttype of squaredataindependenof black dotsandwhite square®n which the classifier
is trained. The linear SVM classifiercannotcorrectly classify the gray squaresas the training
dataprovide no informationaboutthem. An intuitive explanationis thatthe classifierpaysmore
attentionto the differencebetweenhe two classeshanthe specificpropertiesof oneclass.One
canimaginethatin the mappedhigh dimensionalspace non-linearSVM will also suffer from
this problem.Possibleremediedo this includebuilding anotherclassifierfor blackdotsandgray
squaresr re-trainthe existing classifierwith all the squaredata. Either choiceinvolvesa larger
trainingsetanda morecomplicatedraining process.

Anotherpossiblesolutionis to trainaclassifierusingdatafrom oneclassonly. Suchaclassifier
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Figure 3.1: Shovn aretoy examplesof (a) linear SVM, (b) one-classSVM with onehypersphere,
and (c) one-classSVM with two hyperspheresin eachcase,the dottedline or circle represents
the classifier Thelinear SVM is trainedon the black dotsandwhite squaresNotice thatthe gray
squaresvill beincorrectlyclassifiedasthey werenotincludingin thetraining. Theone-clas$SVMs
aretrainedononly theblackdots. Noticethatin thesecasesheclassifieris betterableto generalize
ashoththewhite andgraysquaregenerallyfall outsidethe supportof theboundingcircle(s).

classi es by estimatingthe boundaryof the region subsumedy the one classof datausedin
training. For the imageclassi cation problemsin digital imageforensics.this is possibledueto
thefollowing fact: to classifynaturalandun-naturaimages,t maysufce to know whatqualify
asnaturalimagesjnsteadof the absolutedifferenceof speci ¢ typesof un-naturaimages.

In this aspectthe one-classupportvectormachinegone-classSVM) [63] is a kernel-based
non-linearclassi cationtechniquewhosetraining setconsistsof only imagestatisticsof the nat-
ural images. A one-classSVM, similar to a non-linearSVM, rst projectstraining datainto a
higher(potentiallyin nite) dimensionakpacemplicitly througha properkernelfunction. Thena
boundinghyperspherén thatspaceds computedsuchthatit encompassessmuchof the training
dataaspossible while minimizing its volume. In thetestingstage,only datathatfall insidethe
estimatedboundaryare consideredo be of the sameclassastraining data(seeAppendixB for
more details). Shavn in Figure 3.1(b) is an one-classSVM classi er trainedon the black dots
in the 2-D toy example. All typesof squaresarereasonablywell separatedrom the dotsby the
classi er.

One-classSVM with Multiple Hyperspheres

Onepotentialdravbackof usingonly a singlehhyperspherén anone-classSVM classifier how-
ever, is thatit maynotprovide a particularlycompacestimatiornof theboundary As shavn in Fig-
ure 3.1(b)theboundinghypersphereomputedncludesalsomary datafrom theotherclassesTo
alleviatethis problem we proposdo coverthetrainingdatawith severalhyperspheresyhereeach
hyperspher@ncompasses non-intersectingubsebf the training data. Shavn in Figure 3.1(c),
for example,is theresultof usingtwo hyperspheret cover the samedataasshavn in panel(b).
Notethat, in this case the subspac®f dot dataestimateds signi cantly morecompact,|eading
to improvedclassification.In choosingthe numberof hyperspheredjowvever, we needto balance
betweenthe compactnessf the subspacandthe generalizatiorability of the classifier Speci -
cally, if too mary hypersphereareused,thenit is likely thatthe classifierwill be tunedonly to
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thetrainingdata,andwill performpoorly whenpresentedvith novel data.

With a specifiednumberof hyperspheresiM, the training dataare rst automaticallyseg-
mentednto M non-intersectingubsetsSpeci cally, astandarK-mean<lusteringalgorithm[15]
is employedto clusterthe original datainto M groups.An one-classSVM, usinga singlehyper
sphere,is thenindependenthtrainedon eachof the M groups. We next computethe distance
betweereachdatapointandthe centerof eachone-clasSVM's hyperspheref-or eachdatapoint,
the hypersphereavhosecenteris closests determined Eachdatapointis thenre-assignedo this
group, regardlessof its previous assignment.And nally, a new setof M one-classSVMs are
trainedusingthe new groupassignmentsThis processs repeatedintil no singledatapointis re-
assignedTheconvergenceof this algorithmcanbe provenin afairly straight-forvardway similar
to thatusedin proving the corvergenceof K-meansclustering.In thetestingstage a novel image
is testedagainsteachof theM one-classSVMs. It is classifiedasa naturalimageif it falls within
thesupportof any one-clasSVM's hypersphereptherwiseit is classifiedasanun-naturaimage.

Appendix A: Support Vector Machines

A.1l: Linear SVM on Linearly SeparableData

Denotethetuple (%;;y;) , i = 1;::;N astraining exemplarsfrom two classewith x%; 2 R® and
yi 2 f 1,+1gtheclasdabels.Thedataarelinearly separablé ahyperplanexiststhatseparates
thetwo classesMore specifically thereexistsa hyperplane

wx +b = 0 (3.5)

suchthatwithin a scalefactor:
w'x + b +1; if yi = +1 (3.6)
w'x + b 1; ify; = 1 (3.7)

Thesdinearly separableonstraintscanbe combinednto a singlesetof inequalities:
yi(w'x;+b 1 O i = 1;:5N: (3.8)

Amongall hyperplaneshatcanlinearly separatéhetrainingdata,alinearSVM seekgheone
with themaximalmaigin, de ned as25jjwijj, with jj jj denotingthel, norm. Equivalently, thisis
the solutionto thefollowing quadraticoptimizationproblem:

min  Ljjwii? (3.9)

subjectto thelinearseparableonstraints(3.8).
For reasongo be clearlater, this optimizationproblemis reformulatednto its dualform. This
is achievedby rst formingthelLagrangian:

1. ., X t X
L(w;b; 1;:5 n) = Sliwij i Vi (WX + b+ i (3.10)

i=1 i=1
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where ; arethenon-n@ative Lagrangamultipliers. We thendifferentiatel (w; b; 1;:::; N) with
respecto w andb, andsettheresultsequalto zeroto yield:

X
W= % Yi (3.11)

i=1

iYi = 0: (312)

i=1

Substitutingtheseequalitiesbackinto Equation(3.10)yieldsthe dual problem:

X 1 XX t
max i 5 i YiYi X% (3.13)
b N g i=1 j=1
subjectto
X
iYi =0 (3.14)
i=1
and
i 0 i=1:::;N: (3.15)

It canbe provedthatthe maximumof this dualproblemequalsto the minimumof our primary
problem,which seeksthe separatinghyperplanewith the maximalmamgin. This meansthatthe
primary problemcan be solved equialently with the dual problem. Any generalpurposeopti-
mizationpackagethat solveslinearly constrainedcorvex quadraticproblems(seee.g.,[17]) can
be employedfor that purposethoughprocedurespecificallydesignedor this taskmay be more
efcient.

A solutionto the dual problem,(3.13)-(3.15) yields optimal valuesof ;, from whichw can
be calculatedasin Equation(3.11). Thosedatawith strictly positive Lagrangianmultipliers are
calledsupportvectors,from which bis computeds:

1 X

sz

yi o W (3.16)

i=1

for all i, suchthat ; 6 0. Fromthe separatindiyperplanew andb, for a novel exemplar z, its
classlabelis setto sgn(w'z + b), where
8 :
<1 ifx>0
sgn(x) = 0 ifx=0: (3.17)
' 1 ifx<O
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A.2: Linear SVM on Linearly Non-separableData

For datathatarenotlinearly separabletheconstraintdo themaximalmaigin problemaremodi ed
with “slack” variables, ;, asfollows:

wix + b +1 ify, = +1 (3.18)
wix + b 1+ ifyi= 1 (3.19)
with ;  0; i = 1;::;;N. A trainingexemplarwhich lies on the “wrong” sideof the separating

hyperplanawill hallgavalueof i greateithanunity. Wethenseeka hyperplanghatminimizesthe
totaltrainingerror, iN=1 i, While still maximizingthemaigin. Thisis formulatedasthefollowing
objective function:

1o, K
Siwiiz+ (3.20)

i=1

whereC is auserselectedcalarvalue whosechoservaluecontrolstherelative penaltyfor training
errors.Minimization of this objectve functionwith constraint€3.18)is a quadraticprogramming
problem. Following the sameprocedureas the previous section,the dual problemis expressed
similarly as maximizingthe objectve function Equation(3.13) with constraintg3.14)and0

i C fori = 1;:::;N. Note that this is the sameoptimization problemwith the slightly
differentconstraintthat ; is boundedabove by C. Again it canbe solved numericallyandthe
computatiorof the hyperplangparameterss accomplisheésdescribedn the previoussection.

A.3 Non-Linear SVM

Fundamentato the linear SVMs outlinedin the previous two sectionsis the limitation that the
classifieris constrainedo a linear hyperplane.One canimaginethatdatanot linearly separable
may be separatedy a non-linearsurface, yielding a non-lineardecisionfunction. Non-linear
SVMs afford sucha classifierby rst mappingthe training exemplarsinto a higher (possibly
in nite) dimensionalnnerproductspacan whichalinearSVM is thenemployed.
Denotethis mappingas:
:RY1 F; (3.21)

which mapsthe original trainingdatafrom R ¢ into F . Replacings with (%) everywherein the
training portion of the linear separabl@r non-separabl&VMs of the previous sectionsyields an
SVM in thehigherdimensionakpacd- .

It can, unfortunately be quite inconvenientto work in the spaceF asthis spacecanhasa
considerablyhigheror evenin nite dimension.Note, however, thatthe objectve function of the
dualproblem Equation(3.13),depend®nly ontheinnerproductsof thetrainingexemplarsx!x; .
Givenakernelfunctionsuchthat:

k(y) = 00" (%) (3.22)
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an explicit computationof canbe completelyavoided. Thereare several choicesfor the form
of the kernelfunction, for example,radial basisfunctionsor polynomials. Replacingthe inner
products (%)' (%) with thekernelfunctionk(x;; % ) yieldsanSVM in thespace~ with minimal
computationalimpactover working in the original spaceR °.

With thetraining stagecomplete a novel exemplar z, is classifiedby sgn(w! (2) + b). Only
thatw and (2) arenow in the spaceF. As in the training stage,the classificationcan again
be performedvia inner productswhich will be replacedby kernelfunction evaluations. From
Equation(3.11),we have

w (2)+b Vi (%) (&+Db

iVik(%i; 2) + b; (3.23)

i=1

which correspond$o a hon-linearclassificationsurface.

Appendix B: One-ClassSupport Vector Machines

ConsiderN training exemplarsin a d-dimensionalspacedenotedasf x;:::; %y g. An one-class

SVM rst projectsthesedatainto a higher potentiallyin nite, dimensionakpacewith the map-

ping: :RY! F. In thisspaceaboundinghyperspherés computedhatencompassessmuch

of thetraining dataaspossible while minimizing its volume. This hyperspherés parameterized

by a center €, anda radius,r. Describedbelon is how theseparametersre computedrom the

trainingdata,andthenhow classifications performedgiventhis boundinghypersphere.
Thehypersphereentere andradiusr arecomputedoy minimizing:

1 X

i=1

min  r?
€r; 1,50 N

where 2 (0;1) is a parameterize@onstantthat controlsthe fraction of training datathat fall
outsideof the hypersphereand ;s arethe “slack variables”whosevaluesindicatehow far these
outliersdeviatefrom the surfaceof the hypersphereThis minimizationis subjectto:

k (&) e r+ ;1 0 i=1Lu;N; (3.25)

wherek Kk is the Euclideannorm. The objective function of Equation(3.24) embodieshe re-
guirementthatthe volumeof the hyperspherés minimized,while simultaneouslyencompassing
asmuchof the training dataaspossible. The constraints(3.25), force the training datato either
lie within the hyperspheregr closelyoutsideits surface,with the distancebeinga positive slack
variable ;.
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To determinee andr, thequadratigorogrammingproblemof Equationg3.24)-(3.25)aretrans-
formedinto their dualform:

AN b\
min g ea)T (%) o) (%) (3.26)

subjectto:
=15 N; (3.27)

where ;'s areLagrangemultipliers. Notethatin this dual formulationthe constraint43.27) are
now linear, andboththe objective functionandconstraintsarecorvex. Standardechniquedrom
guadraticprogrammingcan be usedto solve for the unknovn Lagrangemultipliers [17]. The
centerof thehyperspherds thengivenby:

€ = i (Xi): (328)

i=1

In orderto computedthe hypersphere' radius,r, we rst usethe Karush-Khun-Ticker (KKT)
condition[17] to nd the datapointsthatlie exactly on the surfaceof the optimal hypersphere.
Suchpoints, %;, satisfythe condition0 < ; < 1=(n ). Any suchdatapoint ¥ thatlies on the
surfaceof the optimalhyperspheresatis esthefollowing:

r2 = k (y) k= (3.29)

Substitutingthe solution of Equation(3.28) into the above yields a solutionfor the hypersphere
radius:

XX X
)T k) 2 P ea) M+ T O (3.30)

i=1 j=1 i=1

With thehyperspherparameterghedecisionfunction,f (%), whichdeterminesvhetheradata
pointlies within thesupportof the hyperspheras de ned as:

f(x) = r2 k (¥ k% (3.31)

suchthat,if f (%) is greatetthanor equalto zero,then () lieswithin the hyperspheregtherwise
it lies outside.Substitutingthe solutionof Equation(3.28)into the above decisionfunctionyields:
|

PN X '
f(x)=r? )T () 2 Cea)T )+ ()T () (3.32)

i=1 j=1 i=1
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Notethatboththe training andclassifyingprocesgequirean explicit evaluationof (x). Thisis
computationallycostlyif () mapsthedatainto averyhighdimensionakpaceandis problematic
whenthatspacas in nite dimensionalHowever, similarto non-linearSVM, theevaluationof ()
canbeavoidedentirely by introducinga kernelfunction, (3.22). The inner productsbetweenwo
projecteddatapointsin the above equation,in the computationof r of Equation(3.30),andthe
objectivefunctionof Equation(3.26)arereplacedwvith evaluationsof thekernelfunctionsto yield:
| |
X ' X '
f(¥)= 2 ikt %) + K(x%; %) 2 iKCei ) + k(v y) (3.33)

i=1 i=1
wherethere-formulatedbjective functiontakesthe form:

AN X
min i KCEis %) iK(C%i;%): (3.34)

i=1 j=1 i=1

Notethatthis objectivefunctionis now de nedin theoriginal d-dimensionakpacewhichobviates
computationin the high-dimensionapace.
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Chapter 4
Sensitvity Analysis

Most digital imagesmay have undegonesomeoperationswithout the viewer's knowledge,either
innocuousor malicious. Suchoperationgangefrom the simplecroppingor rotationsto sophisti-
cateddoctoringof imagecontentslmagesnayalsocomewith noiseandartifactsfrom thesensory
or transmissiorprocesgqe.g.,the blocky artifactasa resultof JPEGcompression).Theseopera-
tionsandartifacts(hereaftercollectively termedasimagemanipulationsperturbtheimagesignal,
andtheimagestatisticsaswell.

In certaincircumstanceshowever, theseimagemanipulationsare not of centralinterestand
thusirrelevant. For instancejn digital imageforensics smallamountof additive imagenoisedue
to transmissiorshouldnot betreatedn the sameway asa hiddenmessageYetif noconsideration
of suchirrelevantimagemanipulationis taken, the classi cationwith imagestatisticswill result
in mary falsepositives(i.e., falsealarms). More appropriatelyit is desirablethat suchirrelevant
imagemanipulationsaaredetectecandthenremoved from the training setof the classi er, andin
classi cation, rejectedby theclassi er. It is thereforeof our interestto analyzethe sensitvity of
the proposedmagestatisticsundersomecommonimagemanipulationswhich areimportantfor
bothimproving the classi cationperformanceindsimplifying the overall trainingprocess.

Speci cally, we would lik e to investigataunderwhatimagemanipulationghe proposedmage
statisticsandclassi cationbaseduponareaffected,andif so,to whatdegreethey areaffected.To
this end,we take an empiricalmethodology First a one-classupportvectormachine(one-class
SVM) classi er washbuilt onthe proposedmagesstatisticsof alarge setof naturalimages.Using
thelearnedone-classSVM classi er asa modelof theimagestatisticsof naturalimageswe then
ableto studyhow theimagestatisticsof the manipulatedmagesdeviate from thoseof the natural
imagesn termsof classi cationaccurag.

4.1 Training

Thetraining setof the one-classSVM classi er wasformedby the 40; 000 naturalphotographic
imagesasdescribedn Chapterl. Manipulatedmagesweregeneratedby performingsix common
imagemanipulationson thesenaturalimagesfFigure4.1and4.2:
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1. Cropping: Thesizeof animagecanbe changedy cropping,which alsoaffect theimage
statistics asnaturalimagesignalsarenot spatiallystationary For simplicity, we testedonly
centralcropping,wherethe centralimageregions of the sameaspectratio asthe original
imagebut of differentsizeswerekept. Thecroppingis parameterizetdy the croppingratio,
which is theratio betweenthe croppedareaandthe originalimageregion. Speci cally, we
generatedroppedmageswith croppingratio rangingfrom 0:5 to 0:9 with a stepsizeof 0:1.

2. Rotation: Imagescanalsobechangewith rotation.By nature rotationis anoperationn the
continuousmageregion. Numerically it is implementedvith interpolation.Rotationintro-
ducegperturbatiorinto theimagestatistics.Justconsidera specialcaseof a90 rotation,all
thelocal magnitudestatisticsof the horizontalandverticalsubbandsip locations.We cre-
atedrotatedimageswith variousrotationanglescounterclockwisearoundthe geometrical
centerfrom 0 to 90 with astepsizeof5 .

3. JPEG compression: Changesn imageformatsor format-relatedoarametersare another
major sourceof perturbationgo theimagestatistics.For JPEGimages the mostimportant
parameters the JPEGquality. A commonlyusedJPEGquality metricis thelJTG standard,
which are subjectve qualitiesbetween0 and 100 measuredrom psychophysicaexperi-
mentswith 100beingthe highestguality and0 theworst. DifferentJPEGqualitiesstipulate
differentquantizationtablesandthe truncationlengthsusedin compression.Low quality
JPEGimagehastwo distinctartifacts:thefalseblock edgesiueto the8 8 blocksegmenta-
tion in compressionandthe lossof high frequeng componentslueto quantization.These
artifactsresultin perturbationsn theimagestatistics.We createdfrom the naturalimages,
JPEGimagesof differentJPEGqualities,from 10to 90with a stepsizeof 10.

4. Noise: All imagescarry noise, differing only in the degrees. Thereare varioussources
of imagenoisesfrom imagesensorsifransmissiorand compression A commonmodel of
imagenoiseis to assumehe noiseareadditive andindependentrom theimage,with inde-
pendenmultivariateGaussiardistribution (suchnoiseis calledwhite Gaussiamoise).The
amountof imagenoiseis measuredy the signal-to-noiseatio (SNR),which is de ned as
SNR = 20log,,(std(signalrstd(noise), wherestd is the standarddeviation operator The
unit of the SNR is deci-bell. In our experiments,white noiseof different SNR (ranging
from 1dB to 100dB with 10 uniform stepsin thelog space)wereaddedo naturalimageso
generataoisecorruptedmages.

5. Blurring: Whenthe high frequeng componentsn animageare modulatedyisually, the
imagewill look blurry. Theblurring operationcanbeimplementedy corvolving theimage
with a low-pass Iter . Blurring is a commonmanipulationfor anti-aliasedrenderingof
animage. We generatedlurred imageby corvolving the original imagewith a radially
symmetricGaussianlter , de ned asG(x; y) = pﬁexp( (x2 + y?)=2 ?). Thewidth of
the lter, , controlsthe degreeof blurring. The largerits valueis, the moreblurredis the
image.Speci cally, wechose from 0:3 to 3:0 with a stepsizeof 0:3.
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6. Phaseperturbation: It hasbeenknown thatphasesn the Fourier transformof animage
carry mostof the structuralinformation - image structuressuch as edgesare the results
of phasecorrelations.We generategphaseperturbedmagesby randomizingphaseawhile
keepingthe magnitudesAn imagewas rst subjectto a Fouriertransform.Thenthephases
in a designatedrequeng rangewererandomlyshufed. To ensurethatthe reconstructed
phase-perturbednageis still real-valued,the shufed phaseswere kept anti-symmetric.
The phaseperturbedmagewasreconstructedtby takingtheinverseFouriertransformof the
modi ed frequeny responsesThedegreeof phaseperturbationwasdecidedoy aparameter
r, rangingfrom O to 1 with a stepsizeof 0:1. The parameter makesthe lower2 19¢ 1)
fractionof frequenciesinafected.

From eachnaturalimageandeachmanipulatedmage,the 432 imagestatisticsconsistingof
the 216local magnitudestatisticsandthe 216local phasestatisticswerecollected(Section2.2.3).
A one-classSVM classi er with six hypersphera'wastrainedon the 40, 000 naturalimagesand
testedon the manipulatedmages. Insteadof usinga hardthresholdclassi er, we computedthe
distancefrom the imagestatisticsto the closesthyperspherein the one-classSVM. A positive
distancandicatesthe correspondingmagestatisticsresideinsidethe hyperspheresandis classi-

ed asfrom the sameclassof thetrainingdata.A negative distancesuggestshatthey areoutside
the hyperspherandsubsequentlglassi ed asdifferentfrom training data. Intuitively, the larger
the absolutevalueof the distances, the further away the featurevectoris from the classi cation
surfaceandthereforethelessambiguoughe classi cationof the correspondingmage.

4.2 Classi cation

Shavn in Figure 4.3 are the one-classSVM classi er testedon the manipulatedmages,with
panels(a)-(f) correspondindo cropping,rotation, JPEGcompressionnoise,blurring andphase
perturbationrespectrely. Thehorizontalaxesin eachpanelcorrespondo the parametersf each
manipulation,i.e., croppingratios, rotating angles,JPEGqualities, SNRs, blurring Iter widths
andthe parameter controlling unafectedfrequeng region in phaseperturbation. The vertical
axescorrespondo theminimumdistanceo theclassi cationsurfacefoundby theone-clasSVM
classi er with six hyperspheresShavn in the plotsasdottedlinesarethe classi cationthreshold
(azerodistanceto the classi cationsurface).For eachmanipulationandmanipulationparameter
we shav both the meandistancedo the classi cation surface of the one-classSVM averaged
over all manipulatedmages(solid line) andthe correspondingtandarddeviations (error bars).
Also shown in the plots arethe correspondindnistogramsof thesedistancesasshadedlocksin
backgroundwherethe grayscalesre proportionalto the probability massin the corresponding
bins,with awhite colorindicatinga zeroprobability.

Ourexperimentsuggestethatthe proposedmagestatisticavereaffectedby thetestedmage
manipulationsandthein uence of thesemagemanipulation®n theimagestatisticsandthe one-
classSVM classi cationincreaseasthe manipulatedmageswveremoredegradedrom thenatural
image. Speci cally, for imagecropping,the generaltrendfrom the classi cation resultsis that,
thesmallerthe croppedregionis, the moreunnaturatheimageis accordingo theone-classSVM
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rotation

originalimage g= 90% g= 50% g= 10%

Figure 4.1: Examplesof manipulatedmagesfor cropping,rotation,andJPEGcompression.
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classi er. Thisre ects theinstationarynatureof naturalimagesin the spatialdomain:theimage
statisticsof the wholeimagecanbe quite differentfrom thoseof alocal regionin theimage.

For imagerotation,it is interestingo notethatthe distanceof imagestatisticalfeaturevectors,
startingwith positive values,descend$o negative asthe rotationangleincreasedo 45 . Then
the distanceincreasesagainto positive asthe rotation anglescontinueto increaseto 90 . This
phenomenoncontraryto our initial assumptionis not causedoy the interpolationnatureof im-
agerotation operation. We testedthe one-classSVM classi er on imagesrotatedwith 15 and
then 15 back. If theinterpolationis the causeof this phenomenonwe shouldseea large dif-
ferencebetweerthe resulteddistances However, whatwe obsened, however, is thattherelative
differencebetweenhe one-classSVM classi cationresultsof the original imagesandthe double
rotatedimagesare lessthan 3%. A more possiblecauseof the changesn the one-classSVM
classi cationfor therotatedimagesds thatrotationchangeshedistribution of thelocal orientation
enegy in a naturalimage,thusaffectsthe QMF coefcient mamginal statistics.For instancejn a
45 rotatedimage,mostof the horizontalandvertical enegy in the original imagewill collapse
into the diagonalsubbandywhich is abnormalfor naturalimagesin thetraining set. On the other
hand thoughtherole of verticalandhorizontalstatisticsswapsin a90 rotatedmage,it still keeps
similar statisticalregularitiesasthe naturalimagesn thetrainingset.

DifferentJPEGquality alsoaffectsthe imagestatisticsandthe one-classSVM classi cation.
Themajoreffect of JPEGcompressiommn a naturalimageis the suppres®f high frequeng com-
ponentsthe degreeof which is decidedby the JPEGquality factor: the lower the quality is, the
more high frequeng componentsare lost in the compressednage. With a JPEGcompressof
quality 10, the compressetmagehasonly one ftieth of the sizein bytesasthe original image,
but artifactsdueto the lossof high frequeng componentsaswell asthe “blockiness”dueto the
seggmentationof the JPEGprocessarealsoclearly visible. As the rst few scalesn the wavelet
andLAHD decompositioraremostly affectedby the high frequenciesn theimage,the degrada-
tion affect themmaost. The one-classSVM classi cationcaptureghis degradationof naturalness
in JPEGimageswith decreasingjualities.

For additive noise,the one-clasSVM classi er predictsa decreasef naturalnessvith higher
noiselevel (lower SNRvalues),asthey deviatefrom thetrainingensembleSimilar casesretrue
for blurring andphaseperturbation.
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Figure 4.2: Examplesof manipulatedmagesfor additive noise blurring andphaseperturbation.
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Chapter 5

Photographicvs. Photorealistic

In this chaptey the proposedmage statisticsintroducedin the previous chaptersare combined
with non-linearclassi cationtechniquesandappliedto the taskof differentiatingnaturalphoto-
graphicimagesand computergraphicsgenerateghotorealisticimages. We also comparedhe
learnedclassi cationsystenmwith the performancef humansubjectsn a seriesof psychophysical
experiments.

5.1 Intr oduction

In anageprevailing with digital media,it is no longertrue thatseeingis believing. Thisis partly
attributedto the developmentof sophisticatedcomputergraphicsrenderingalgorithms[18] (e.g.,
ray-tracing,radiosity and photon-mappingand softwaresthat can generataemarkablyphotore-
alisticimages.Thesetechnologiehave startedchallengingour long-heldnotion of photorealism.
For instancejt is not easyto tell, from the two imagesin Figure5.1, which oneis a photograph
andwhich oneis renderedvith acomputemprogram.

Somehav unexpectedly this technologyalso bearslegal implications. In 1996, the United
StatesCongrespassedrhe Child PornographyPreventionAct, which in partprohibitedany im-
agethatappeasto beor cornveystheimpressionof someoneinderl8 engagedn sexually explicit
conduct. This law madeillegal the computergeneratedmagesthat only appearo shav minors
involvedin sexual activity. In 2002,however, the United StatesSupremeCourt struckdown por-
tions of this law in their 6-3 ruling in Ashcoft v. Free Speeh Coalition - the courtsaidthatthe
languagein the 1996 The Child Pornography Prevention Act was unconstitutionallyvagueand
farreaching.This ruling essentiallylegalizedthe computergeneratedhild pornographidmages
andmalkesit considerablymoredif cult for law-enforcementigenciedo prosecutesuchcrimes
- anyonetraf cking theseillegal imagesmay always claim that they are computergeneratedo
avoid punishment.Therefore the law-enforcementgenciesarein a greatneedof methodsthat
canreliably differentiatebetweertruephotographiegmagesandcomputergenerateghotorealistic
(hereafterphotorealisticymages.

One promisingmethodologyto solve this problemis to take the advantageof the statistical
regularitiesin naturalphotographidmages. No matterhow visually resemblinga photographic
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Figure 5.1: Examplesof highly corvincing photorealistiamagegeneratedy computergraphics
software. Theimagein theleft panelis a photographwhile the oneon theright is createcby a 3D
renderingsoftware (3D Max Studio).Imagesfrom www.fakeorfoto. com

image,a photorealistiamageis createdrom a fundamentallydifferentprocess.A photographic
imageis theresultof the physicalworld projectedon the imagesensorsn imagingdevices,such
asthe Im in anoptical cameraor the CCD (chage-coupleddevice) in a digital camera.On the
otherhand,photorealistidmagesareproducedoy renderingalgorithmsthatsimulatethisimaging
process.The renderingalgorithmscanonly roughly modelthe highly comple< and subtleinter-
actionsbetweenthe physicalworld andthe imagingdevice. Suchdiscrepang will well reveal
themselesin imagestatistics. This is the intuitive motivation of applyingthe proposedmage
statistics(Chapter2) for this task. Differentiatingphotographicand photorealisticimagesthen
proceedssa binaryclassi cationproblem,wherethetype of anunknavn imageis automatically
determineasedn the proposedmagestatistics.

Previous Work

Thoughtechniguesable to generatehighly corvincingly photorealisticimageshave existed for
more thantwo decadesrelatively few computationatechniquesexist to differentiatebetween
photographi@andphotorealistiamages.Therehasbeensomework in evaluatingthe photorealism
of computelgraphicgyenderedmagedrom thehumanperceptiorpointof view (e.g.,[48,47, 61]),
with the aim to help improving the modelingandrenderingalgorithmsto achieve higherdegree
of photorealism.In computervision and patternrecognition,thereare also somerelatedwork,
thoughnot directly applicable,on using statisticalimagefeaturesto differentiateor classify dif-
ferentclassesf images. Theseworks includetechniquedo differentiatebetweenphotographic
and (non-realistic)graphicalicons|[3], city andlandscapemages[77, 74], in-door and out-door
imageq71], photograph&ndpaintings[13], content-basednageretrieval [5], texture classi ca-
tion [27], andscenadenti cation [73].
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Figure 5.2: Eight examplesfrom the 6; 000 photorealistidmages.The white boxesarethe central
256 256region of theimagefrom which the imagestatisticsaremeasuredNote the variancein
theimagecontentsandlevelsof photorealism.

5.2 Experiments

We formulatethe problemof differentiatingphotographicand photorealistidimagesas a binary
classi cation,wherea classi eris trainedto determinaf animageis photographior photorealis-
tic. In building theclassi er, thetrainingdataareessentialaswe wantto avoid learningaccidental
differencebetweenphotorealisticand photographidmagesin color, texture, or otheraspectsof
imagecontents.To this end,we needto train the classi erson a considerabljlarge setof images
with contentsasdiverseaspossible soasto integrateout super cial differencein imagecontents.
For the photographiamages,we usedthe 40, 000 naturalimagesasdescribedn Chapterl. For
thephotorealistiamages6; 000weredownloadedrom www.raph.com andwww.irtc.org
Shavn in Figure 5.2 are eight samplesrom the 6; 000 photorealistidmages. The relative fewer
numberof photorealisticimagesre ects the fact that photorealisticimages,especiallythoseof
high quality, requiremoreeffort to create.All photorealistiamagesarecolor (RGB), JPEGcom-
pressedwith anaveragequality of 90%), andtypically on the orderof 600 400pixelsin size.
Visually, thesephotorealistidmagesspana rangeof contents(e.g.,landscapesind city scenes)
andimagingconditions(e.qg.,indoorandoutdoorlighting, closeup andfar away views, etc.),and
have differentlevelsof photorealismThey werecreatedrom popularcomputergraphicssoftware
packagege.g.,3D StudioMax, Maya, Softimage3D, PovRay, Lightwave 3D andlmagine).

Fromthe 40; 000 photographiédmagesand6; 000 photorealistiamages 32, 000photographic
and4; 800 photorealistiamageswererandomlychosento form the training setfor bothan LDA
andanon-linearSVM classi er'. Fromeachimage trainingandtestingalike, the proposedmage
statistics(Chapter2) were extracted. Speci cally, six typesof statisticalfeaturescanbe formed
from theseimagestatisticsas

1. 72-D featurevectorof grayscaldocal magnitudestatistics;

2. 36-D featurevectorof grayscaldocal phasestatistics;

1The SVM algorithmwasimplementedvith the package.IBSVM [9].
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3. 108D featurevectorof grayscaldocal magnitudeandlocal phasestatistics;
4. 216D featurevectorof colorlocal magnitudestatistics;

5. 216D featurevectorof colorlocal phasestatistics;

6. 432D featurevectorof colorlocal magnitudeandlocal phasestatistics.

To accommodatalifferentimage sizes,only the central256 256 region of eachimagewas
analyzedDuring thetrainingphasethefalse-ngativerate(i.e., the probability of a photorealistic
imagebeingclassi ed asa photographiamage)wascontrolledto be lessthan1%. This speci c
settingre ects the requirementn practice, wherethe costof a falsenegative is muchhigherthan
afalsepositive,andalsosetsthe comparisonienceforthrdescribedn afair ground.

Grayscaleor Color

We rst investigatevhetherthestatisticalregularitiesamongdifferentcolor channelareimportant
in differentiatingphotographi@andphotorealistidmages.Shavn in Figure5.3 arethe classi ca-
tion performanceof the LDA classi ers with a training false negative rate of 1% for, (a) 108
grayscalamagestatistics(72 local magnitudestatisticsand 36 local phasestatistics)and (b) 432
colorimagestatisticy216local magnitudestatisticsand216local phasestatistics).Thegraybars
correspondo the accuracie®n the training setandthe black barscorrespondo the accuracies
on the testingset. For the sale of comparisonthe resultsfor the color imagestatisticsin panel
(b) areannotatedwvith the resultsof the grayscaleémagestatistics panel(a). To avoid reporting
performanceof a speci c training/testingsplit, whatis reportedis the classi cationaccurayg av-
eragedover 100randomtraining/testingsplits of the 46, 000images.On averagefor al:1%false
negative rate, the grayscalemagestatisticsafford a 21:2% accurag on the photographiagmages,
with a 4:2% standarddeviation over the 100 randomtraining/testingsplits. For the color image
statisticsthe accurag on photographiédmagesis 54:6% on average with a 7:8% standarddevia-
tion anda 1:2% falsenegative rate. The color imagestatisticsclearly outperformedhe grayscale
imagestatistic.Also, notethat,in bothexperimentsthetestingperformanceavasfairly closeto the
training performanceindicatingthatnoneof classi ersover t thetrainingdata. Also, thetesting
falsenggative rates,obtainedby subtractingrom the classi cationaccuracie®f the photorealistic
imageswereconsistentvith the settingsof lessthan1%.

Linear or Non-linear Classi cation

We next comparedheperformancef differentclassi cationtechniquesSpeci cally, we shaw, in
Figure5.4(a),theclassi cationaccuracie®f a non-linearSVM classi er with RBF kernel,onthe
432colorimagestatisticsaanda 1% falsenegative rate. The graybarscorrespondo theaccuracies
onthetrainingsetandtheblackbarscorrespondo theaccuraciesnthetestingset. For thesale of
comparisontheresultsfor thenon-linearSVM classi er areannotatedvith theresultsof theLDA
classi er, Figure5.3(b). To avoid reportingperformanceof a speci c training/testingsplit, what
is reportedis the classi cation accuray averagedover 100 randomtraining/testingsplits of the
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Figure 5.3: Classificationaccuracie®f LDA classifierswith (a) 108 grayscalémagestatisticy72
local magnitudestatisticsand36 local phasestatistics)and(b) 432 colorimagestatisticy216local
magnitudestatisticsand216 local phasestatistics).The gray barscorrespondo the accuracie®n
thetraining setandthe black barscorrespondo the accuracie®n thetestingset,for photographic
(photo)andphotorealistidcg) images.For the sale of comparisonthe resultsfor the colorimage
statisticsin panel(b) areannotatedvith the resultsof the grayscalémagestatistics panel(a). To
avoid reportingperformancef a specifictraining/testingsplit, whatis reporteds the classification
accurayg averagecbver 100randomtraining/testingsplits of the 46; 000images.

46,000images.On average the non-linearSVM classi er affordsa 74:3% accurag on the pho-
tographicimageswith a 10:1% standarddeviation over the 100randomtraining/testingsplits. In
generalthenon-linearSVM generallyoutperformedhelinearLDA classi er, thoughwith amore
complicatedraining process.This suggestshata non-linearseparatingurfacerepresentety a
non-linearSVM classi er betterdescribeghe differencein imagestatisticsbetweerphotographic
andphotographiegmages.

FalseNegative Rates

We alsoinvestigatehe sensitvity of the classi cationto differentfalsenegative rates,or theerror
rateof misclassifyingaphotorealistidmageasa photographiémage.In generalthefalsenegative
rate and the classi cation accurag of photographidmagesare positively correlated: the false
negative rate'sincreasampliesanincreasan the classi cationaccurag of photographigmages.
Shown in Figure5.4(b)aretheclassi cationaccurag of a non-linearSVM classi er with the 432
color image statisticsand a 0:5% training false negative rate. The gray barscorrespondo the
accuracie®n the training setandthe black barscorrespondo the accuracie®n the testingset.
For the sale of comparisontheseresultsare annotatedvith the resultsof the non-linearSVM
classi er with a 1%training falsenegative rate,Figure5.4(a). To avoid reportingperformanceof
a speci ¢ training/testingsplit, whatis reportedis the classi cationaccurag averagedover 100
randomtraining/testingsplits of the 46, 000 images. On average,the classi cation accurag of
photographiémagesare60:4%, with a 8:4% standardleviation. A smallchangdn falsenegative
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Figure 5.4: Classificatioraccuracie®f non-linearSVM classifierawith the432 colorimagestatis-
tics,for (a)atraining1%falsenegativerateand(b) atraining0:5%falsenegative rate. Thegraybars
correspondo theaccuracie®n the training setandthe black barscorrespondo the accuracie®n

thetestingset,for photographig¢photo)andphotorealistidcg) images.For thesale of comparison,
theresultsin panel(a) areannotatedvith theresultsin Figure5.4(b)andtheresultsin panel(b) are

annotatedvith theresultsin panel(a). To avoid reportingperformancef a specifictraining/testing
split, whatis reporteds the classificatioraccurag averagedver 100randomtraining/testingsplits

of the46; 000images.

rate(0:5%) resultsin arelatively large changen theclassi cationaccurag (about14%y.

Categoriesof Image Statistics

For classi erswith high-dimensionaimagefeaturesijt is a naturalquestionwhetherwe needall
thecomponentsin otherwords,is therea minimumsetof statisticshatperformaswell. A class-
blind globaldimensionalityreductionof the high-dimensionaleature(e.g.,PCA)is inappropriate,
asthe class-speci cinformationis requiredin classi cation. Furthermorewe would alsolik e to
know which cateyory of theimagestatisticsj.e.,localmagnitudestatisticsor local phasestatistics,
andwithin local magnitudestatistics,maginal statisticsor linear predictionerror statistics,had
morecontribution in the nal classi cation. This knowledgewill furtherjustify our choiceof the
imagestatistics.

Shavnin Figure5.5,from left to right, is the detectioraccurag for anon-linearSVM trained
with the 108 color coefcient marginal statisticsonly, the 108 magnitudelinear predictionerror
statisticsonly, the 216local phasestatisticsonly, andthe 216local magnitudestatisticsincluding
bothcoefcient mamginalandmagnituddinear predictionerror statistics.For pointof comparison,
thedotscorrespondo a non-linearSVM trainedon the completesetof 432 color imagestatistics
with boththe 216local magnitudeandthe 216local phasestatistics. Theseresultsshav thatthe
combinedocal magnitudeandlocal phasestatisticsprovide for betterclassi cationaccurag than
only asubseDf the statistican differentiatingphotographi@andphotorealistidmages.

To getabetterpictureof therole playedby individualimagestatisticsandstatisticscateyories,
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Figure 5.5: Classificationaccurag for a non-linearSVM trainedon (from left to right) the 108
color coeficient mamginal statisticsonly, the 108 magnituddinear predictionerror statisticsonly,

the216local phasestatisticsonly, andthe 216local magnitudestatisticsincluding both coeficient
maiginal andmagnituddinear predictionerror statistics The dotscorrespondo anon-linearSVM

trainedon the completesetof 432 color imagestatisticswith both the local magnitudeandlocal
phasestatistics. The gray barscorrespondo the accuracie®n the training setandthe black bars
correspondo the accuraciesn the testingset, for photographigphoto) and photorealistic(cg)
images.To avoid reportingperformanceof a specifictraining/testingsplit, whatis reportedis the
classificationaccurag averagedover 100 randomtraining/testingsplits of the 46, 000images.

we performedexperimentswith LDA classi ers with individual statisticsbeing incrementally
included. We testedon both the 216 local magnitudestatisticsandthe 432 local magnitudeand
local phasestatistics. Speci cally, for the 216 local magnitudestatistics,we beganby choosing
the single statistics,out of the 216 possiblecoefcient maginal and magnituddinear prediction
error statistics thathasthe bestclassi cationaccurag on photographiamageswhile keepinga
lessthan1%falsenegative rate. Thiswasdoneby building 216individual LDA classi ersoneach
statistics,andchoosingthe onethatyieldedthe highestaccurag (the featurewasthe variancein

theerrorof thegreenchannek diagonalbandatthe secondscale). The next bestfeaturewasthen
chosenfrom the remaining215 statistics. This processvasrepeatedintil all 216 statisticswere

2Thisanalysisvasperformednly ontheLDA becaus¢hecomputationatostof retraining23; 220= 216+ +1
or93;528= 432+ + 1 non-linearSVMs is prohibitive. We expectthe samepatternof resultsfor the non-linear
SVM.
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Figure 5.6: Classificationaccurag of LDA classifiersasafunctionof the numberandcategory of

the 216 local magnitudestatisticswith a 1% training falsenegative ratefor photorealistidmages.
Thehorizontalaxiscorrespondso the numberof statisticancorporatedandtheverticalaxiscorre-
sponddo thedetectionaccurag in percentageThewhite andgraystripescorrespondo magnitude
linearpredictionerrorandcoeficient maginal statisticsyespectiely.

selected.

Shavnin Figure5.6is theclassi cationaccurag (solid line) plottedasa functionof the num-
ber and category of statisticsfor the LDA classi er. The white and gray stripescorrespondo
magnituddinear predictionerrorandcoefcient maginal statistics respectrely. If the statistics
includedin thei" iterationis of coefcient mamginal, thenat the i positionon the horizontal
axisaverticalgrayline is annotatedandif the statisticsis of magnituddinear predictionerror, a
vertical white line is drawn atthei™ position. The shapeof the solid curve re ects a decreasing
contribution to classi cationof laterincorporatedstatistics.Theinterleaving patternof the coef-
cientanderror statisticssuggestshatbothtypesof statisticsareimportantfor classi cation. Also,
it wasobsenedthatthelastfew statisticsbeingincludedarethe meansandskewnessof bothtypes
of statisticswhicharemostlycloseto zeroandthuscarrylessusefulinformationfor classi cation.

A similar experimentwasalsoperformedon all of the 432imagestatistics,ncludingthe 216
local magnitudeandthe 216 local phasestatistics. Similar to the previous experiment,we built
LDA classi ersby incrementallyinclude componentgrom the 432 statisticsand studiedthe oc-
currencepatternof both typesof statistics. As shavn in Figure 5.7, an interleaving patternis
obseredfor decompositiorandlocal phasestatistics,indicatingthatthey arebothimportantfor
theclassi cation.

Permutation Test

Oneconcernof usinga complicatechon-linearclassi cationtechniquesuchasa non-linearSVM
is thatit may be “too powerful” for the classi cationtask,i.e., it canlearnarbitrarylabeling of
thetraining data. This shouldbe avoidedasthe learnedclassi ersdo not re ect fundamentadlif-
ferencein the imagestatisticsbetweenphotographicand photorealistiamages. To con rm that
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Figure 5.7: Classificationaccurag of LDA classifiersasa function of the numberand catgory
of the 432 local magnitudeand local phasestatisticswith a 1% training false negative rate for
photorealistidmages.The horizontalaxiscorrespondso the numberof statisticincorporatedand
the vertical axis correspondso the detectionaccurag in percentage .The white and gray stripes
correspondo decompositiorandlocal phasestatisticsyespectiely.

non-linearSVM is appropriatdor this applicationwe trainednon-linearSVM classi erswith the
432colorimagestatisticsanda 1% trainingfalsenegative rate,with randomclasslabelsassigned
to the training and testingimages(this practiceis commonlyreferredin patternrecognitionas
the permutationtest[64]). We expecta randomclassassignmento leadto signi cantly worse
classi cation accurag. Speci cally, we generateden different training/testingsplits from the
46, 000 photographiand photorealistidmageswith their classlabelsrandomized.Ten different
non-linearSVM classi erswerethentrainedandtestedon theserandomlyshufed classlabels.
The bestperformanceacrosghe tentraining setswas321% for correctclassi cationof the pho-
tographicimages,with a 1:4% false-n@ative rate. Note that this is signi cantly worsethanthe
74:3% detectionaccurag obtainedwhenthe correcttraining labelswereused.Therefore theuse
of non-linearSVM to differentiatephotographi@ndphotorealistiamagess justi ed, asthey are
notableto learnrandomlabellingsfrom thetrainingdata.

5.3 Comparisonwith Other Feature Types

Experimentsdescribedn previous sectionsempirically justi ed the useof the proposedmage
statisticsfor differentiatingbetweenphotographicand photorealistidmages. In this section,we
compareheir performancevith thatof otherimagestatisticgporoposedecentlyin computewision
and patternrecognition. A majority of theseworks are basedon multi-scaleimagedecomposi
tions (e.g.,wavelets)thatdecompos@nimageinto basislocalizedin both spatialandfrequeng
domains. As shavn in Chapterl, suchanimagedecompositiondettercapturestatisticalregu-
larities in naturalimagesthan the representationbasedon pixel intensitiesor a global Fourier
transform. Speci cally, in this section,we comparedhe performanceof threestatisticalimage
featuresnpamely multi-scalethumbnailg5], multi-scalehistogramg27] andgists[73], with that
of the proposedmagestatisticson differentiatingphotographicand photorealistidimages. One
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word of cautionis thatthe comparisons innatelyunfair, in thatall comparedmagefeaturesare
not originally designedor the purposeof differentiatingbetweenphotographicand photorealis-
tic images,andtheir inferior performanceon this taskwill not discounttheir usefulnessn other
applications.

Multi-scale Thumbnails

The multi-scalethumbnail [5] is a multi-dimensionalstatisticalimage featureformed from the
outputsof a seriesof linear Iters that capturelocal enegy acrossspatiallocations,orientations
anddifferentscalesTheselters form anover-completeframeof imagewhich aresimilarto those
from a waveletdecomposition.The multi-scalethumbnailswereoriginally designedor content-
basedmageretrieval, whereimagesn alargedatabasaerereducedo thumbnailfor comparison
andretrieval. Speci cally, the multi-scalethumbnailsareformedasfollowing: atthehighestscale
of resolutiontheimageis convolvedwith asetof N linear lters. TheresultingN Itered images
arethenrecti ed by squaringthe correspondinglter outputs,which measurehelocal enegy in
the lter responsedNext, therecti ed lter -responsémagesaredownsampledy afactorof two,
andthenthey areusedasinputsfor the N Iters in anotheroundof iteration. With L levels of
processingthis procesg/ieldsN - outputimagesat completion.The featurevectorof the original
imageis thenformedby themeanof theseN - imageswhich arethesquarednagnitude®f each
subbandFor RGB colorimagesthenumberof statisticss tripledto 3N - . In ourimplementation,
a lter bankwith 6 lters consistedof Gaussiamandits rst andsecondorder derivativeswith
differentorientationsvasemployed, andthreelevels of analysiswere performedwhich resulted
in afeaturevectorof 648dimensions.

Multi-scale Histogram Features

In [27], a statisticalimagefeaturesbasedon imagehistogramsn multiple scaless proposedor
textureclassi cation. Usingthewholehistogramgsampledrobabilitydensityfunctions)asimage
featureshasbeenpopularin computervision, asin objectrecognition39] andimageretrieval [8].
Comparedo individual statistics histogramsnay carrymoreinformation. Speci cally, themulti-
scalehistogramimagefeaturesareformedby the histogramsf eachscaleof anL scaleGaussian
pyramid decompositionSpeci cally, the histogramfor thel™ scaleis obtainedasa resultof bin-
ning thewhole decompositiorscalewith B (1=2)(- " bins,yielding a featurevectorof dimension
B(2 (1=2))'. A RGB colorimagewill have afeaturevectorof dimension3B(2 (1=2))". In
our implementationwe build a four-level Gaussiampyramid on eachcolor channelandwith the
basebin numberof 80, resultingin a featurevectorof dimension450 acrossdifferentscaleand
colorchannels.

Gists

In [73], animage statisticalfeaturetermedas “gist™ is usedfor objectrecognitionand scene
categgorization,which is amulti-dimensionafeaturevectorcollectedfrom a multi-scaleimagede-
composition.Speci cally, oneachcolorchannebf animage,afour-level six-orientatiorsteerable
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pyramid[69] is constructedFor eachsubbandn thesteerablg@yramid,thecoefcient magnitudes
areraisedo two andfour orderto capturghesecondandhigherorderenegy in thesubbandThese
power-raisedmagnitudesn eachsubbandarefurtherspatiallyaveragednto 4 4 blocks,yielding
a768=2 4 4 4 6dimensionafeaturevector To reducethe dimensionalityandeffects
of noise,PCAis performedonthethese768D vectorsfrom alarge setof images.Theprojections
onthetop 160principalcomponentsrepreseredfor eachcolor channelandstacledasthe nal
featurevectorof 480dimensions.

Experiments

To empirically comparethe multi-scalethumbnail, multi-scalehistogramand gist featureswith
theimagefeaturedasednthe proposedmagestatisticson differentiatingphotographi@andpho-
torealisticimageswe performedsimilar experimentsasin the previous section. Speci cally, we
randomlysplit the 40; 000 photographicand 6; 000 photorealistiamagesinto onetraining setof
32,000 photographicand4; 800 photorealistidmagesand onetestingsetof 8; 000 photographic
and 1; 200 photorealisticimages. From eachimage, training and testing alike, the multi-scale
thumbnail,multi-scalehistogramandgist featureswvere collectedfrom the central256  256re-
gion to accommodatehe differentimage sizes. Thennon-linearSVM classi ers were trained
basedn theseimagefeatureson thetraining set.In accordancéo the experimentsn section5.2,
all non-linearSVM classi erswerecontrolledto have a 1%trainingfalsenegative rate(probability
of classifyinga photorealistiamageasphotographic).

Shawn in Figure 5.8 are classi cation accurag for a non-linearSVM trainedon the 648D
multi-scalethumbnailfeaturegthmb),450-D multi-scalehistogramfeatureghist) and480-D gist
features(gist) with a 1% training falsenegative rate. The dots correspondo a non-linearSVM
trainedonthe432colorimagestatistics.Thegraybarscorrespondo theaccuraciesnthetraining
setandtheblackbarscorrespondo theaccuraciesn thetestingset,for photographigphoto)and
photorealistiqcg) images.To avoid reportingperformancef aspeci c training/testingsplit, what
is reportedis the classi cation accurag averagedover 100 randomtraining/testingsplits of the
46,000images. With around1% falsenegatie rate, the multi-scalethumbnailfeatureachiesed
an averageclassi cation accurag of 29:8% on photographidmages,with a standarddeviation
of 5:2%; the multi-scalehistogramfeatureshada classi cationaccurag of 47:1%with a standard
deviationof 7:8%; andthegistfeatureshadaclassi cationaccurag of 48:3%with a8:4%standard
deviation. This performanceareclearlylesscompetitve to thatof theimagefeaturedasedn the
proposedt32colorimagestatistics.Besideghefactthattheseimagefeaturesverenot originally
designedor differentiatingbetweenphotographicand photorealisticimages,anotherimportant
reasonis that for all theseimagefeatureshigherorder correlationswithin a multi-scaleimage
decompositiorare not modeled which our previous experimentscon rmed to have animportant
role.
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Figure 5.8: Classificationaccurag for anon-linearSVM trainedon the 648-D multi-scalethumb-
nail featureqthmb),450-D multi-scalehistogramfeatureqhist) and480-D gist featureqgist) with
a 1% training false negative rate. The dots correspondo a non-linearSVM trainedon the 432
colorimagestatistics.The gray barscorrespondo the accuracie®n the training setandthe black
barscorrespondo theaccuraciesnthetestingset,for photographig¢photo)andphotorealistidcg)
images.To avoid reportingperformanceof a specifictraining/testingsplit, whatis reportedis the
classificationaccurag averagecbver 100randomtraining/testingsplits of the 46; 000images.

5.4 Visual Relevance

Humanvision system(HVS) is inarguably the ultimate performancebenchmarkof a computer
vision or patternrecognitionsystem.In our case we would lik e to investigatethe similarity and
differenceof our imagestatisticsbasedclassi cation systemsof photographicand photorealistic
imageswith the HVS, andcomparetheir practicalperformance Empirically comparingwith the
performanceof the HVS not only providesa moremeaningfulevaluationof our method,but also
may shedlight ontherole playedby the proposedmagestatisticsn this task.

We startedwith the investigationof the visual relevanceof the classi cation resultsof the
nonlinearSVM classi er and the 432 color image statisticS. To this end, we trained another
non-linearSVM classi er on the training setasdescribedn Section5.2. However, we enforced
no constraintson the falsenegative rate, aswe aimedto nd the optimal classi cation surface

3Similar comparisorcanalsobe madefor othertypesof imagestatisticsandclassi®ers The currentchoiceis for
its bestpracticalperformance.
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Figure 5.9: Eightexamplesof correctlyclassifiedphotographiégmages.

betweertheimagestatisticsof photographi@ndphotorealistidmageswithout biasingto onetype
of errorrate. The non-linearSVM classi er, in the testingstage achiezed a 85:4% classi cation
accurayg for photographiamages,anda 79:3% classi cationaccurag for photorealistiamages,
whichyieldsanoverallaccurag of 84:6%.

Next, we inspectedhe classi cationresultson individualimageso investigatehevisualrele-
vanceof theclassi cationresults.Particularly, we wereinterestedn imageshatwerecorrectlyor
incorrectlyclassi ed by the SVM classi er. Shavn in Figuresb.9 areeightexamplesof correctly
classi ed photographigmagesandin Figure5.10areeightexamplesof correctlyclassi ed pho-
torealisticimages.Many of thecorrectlyclassi ed photographiémagesareof typical scenegrom
naturalervironment,coincidingwith our intuitive notion of naturalphotographidmages. How-
ever, someman-madebjects(e.g.,the high-way andtrucks)werealsocorrectlyclassi ed. Most
of the photorealistiamagesassumeomeparticulararti cial appearancée.g.,afrog with plastic
skin),andthuswill notbechallengingfor humanviewers. It wastheincorrectlyclassi edimages
thatweremoreinteresting,asthey shedlights on whetherthe imagestatisticscorrelatewith the
imagecontents.Shovn in Figure5.11 are eight examplesof incorrectly classi ed photographic
imagesandin Figure5.12areeightexamplesof incorrectlyclassi ed photorealistidmages.Inter-
estingly mary of theincorrectlyclassi ed photographiémagesarephotographiégmageswith low
photorealismsuchastheimagesof roadsignsandposters.The 2-D natureof the objectsin the
imagemakestheseémageseasyto becreatedwvith algorithms.Ontheotherhand,mary incorrectly
photorealistidmagesdepicta vivid scenefrom naturalervironment,andarevisually hardto dif-
ferentiatefrom a photographiémage.However, therearealsoincorrectlyclassi ed photorealistic
imageshatareeasyto discountvisually.

Furthermore we testedthis non-linearSVM classi er on a novel setof fourteenimages(7
photographicy photorealisticfrom the websitewww.fakeorfoto.com . Theseimageswere
usedto testthe viewers' ability to differentiatephotographi@andphotorealistiamagesfor purely
amusemenpurpose.Of all the 14 images,the SVM classi er correctlyclassi ed 11 images,or
a 78:6% overall classi cation accurag, consistentwith the resultsreportedon our testing set.
Shavnin Figure5.13arethefourteenimageswith the correctlyclassi ed photographiégmagesn
thetop row, andthecorrectlyclassi ed photorealistiamagesn thesecondow. Shovn in thetwo
bottomrows areoneincorrectly classi ed photographidmage(c) andtwo incorrectly classi ed
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Figure 5.10: Eightexamplesof correctlyclassifiedphotorealistidmages.

Figure 5.11: Eight examplesof incorrectlyclassifiedphotographiémages.

photorealistiamages(d). The factthatthe classi er achiezed consistenperformanceon a novel
setof imagesn neitherthetrainingnor thetestingsetcon rms thatthethetrainedSVM classi er
cangeneralizeéo novel data.

Psychoplysical Experiments

To be ableto comparewith the performanceof the HVS precisely a seriesof psychophysical
experimentsvereconducted,.

Stimuli: The stimuli were 111 landscapghotographiand 111 landscapghotorealistiamages
not includedin the 46; 000imagesusedto train andtestclassi ersin our previous experiments.
Theseimageswere hand-picled to ensurethat it is not possibleto classify themfrom the con-
tents. The stimuli werethendisplayedon an Apple PaverBook. The viewing distancewas not
constrainedut wastypically about50 cm. Thesizesof the stimuli were600 400pixels,corre-
spondingo 15 10cmsin dimension.

Observers: 22 obsenerswererecruitedfrom theintroductorypsychologysubjectpool at Rutgers
Camdencampus.Theonly restrictionon participationwasnormalor corrected-to-normahcuity

4Theseexperimentsandthe following descriptionwere conductedand provided by ProfessoMary Bravo of the
PsychologyDepartmenttthe RutgersUniversity, CamdenNJ.
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Figure 5.12: Eight examplesof incorrectlyclassifiedphotorealistidmages.

and normal color vision. None of the obsenrers had previous experiencein a psychophysical
experiment.

Procedure: Eachstimuluswasdisplayedor onesecond Theobsenrer'staskwasto judgewhether
theimagewasa photographi®r a computemgeneratedgcene Judgmentsvereindicatedby press-
ing oneof two buttonson the computerkeyboard. After the obsener pressed key, therewasa
onesecondielaybeforethenext stimuluswaspresentedNo feedbackvasgiven. The 222stimuli
weredividedinto four blocksof 44 trials andoneblock of 46 trials. In eachblock therewasan
equalnumberof photographi@ndphotorealisticstimuli. The orderof the blockswasrandomized
acrosobsenrers.

The meanperformanceon photographiamagesof the 22 obsenrersis 80:6% with a standard
deviation of 11:3%, with max/minvaluesof 93.7% and 48:.1%, respectiely. The meanperfor
manceon photorealistidmagesof the obserersis 81: 7% with a standardieviation of 6:6%, with
max/minvaluesof 93.7% and69.4%, respectiely.

Computational Experiment

In accordancavith the psychophysicaéxperiments 20 non-linearSVM classi ersweretrained
on the 40; 000 photographidmagesand 6; 000 photorealistidmagesandtestedthemon the 222
landscapephotographicand photorealisticimagesusedin the psychophysicakxperiments. To

fairly comparedwith the correspondingsychophysicaéxperiments eachclassi er wastrained
on partly overlappediata,soto reducethe variancein performancewell preservingsomerelative

independence.Speci cally, the 40; 000 photographicand 6; 000 photorealistictraining images
were rst dividedinto asharedyroupof 2; 000imagesandother20 equallydividedgroupsof size
2; 200 Thetrainingsetof eachclassi er wasthe combinationof the sharedyroupwith oneof the
20 groups. The training setof eachSVM classi er had 4; 200images,3; 650 of which were of

photographi@and550wereof photorealistic EachSVM classi er, with RBF kernels wastrained
onits dedicatedrainingsets.The meantestingaccurag for photographiégmagess 80.0%, with a

standardeviation of 4:4%. The maximumandminimumare71:2% and90:9%, respectrely. The
meantestingaccurag for photorealistidmagess 84:8%, with astandardieviation of 123%. The
maximumandminimumare1000% and56:7%, respectrely. Shovn in Figure5.14arethe mean
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Figure 5.13: Imagesfrom www.fakeorfoto. com Shavn in (a) and(c) arecorrectlyandin-
correctlyclassifiedphotographiémagesrespectiely. Shavn in (b) and(d) arecorrectlyandincor
rectly classifiedphotorealistidmagesrespectiely.

classi cationaccuraciedor the 22 humanobsenrers(gray bars)and 20 non-linearSVMs (black
bars),on 111 photographidphoto)and111photorealistiqcg) images.

Comparisonand Analysis

The performancesf humanobsenersandthe non-linearSVM were rst onthe qualitative level.
Theclasslabelof eachimagewas rst determinedy amajority voteof all participatingobseners
or SVM classi ers.Forthelllphotographiegmagesyotingresultsof thehumanobserersagreed
on 102 (91:9%) with thoseof the SVM classi ers, with 101 imagesbeing correctly classi ed
and 1 imagesbeingincorrectly classi ed by both. On the 9 imagesthey did not agree,7 were
classi ed as photographichy humanobseners and photorealisticby our SVM classi ers, and
2 were classi ed as photorealisticoy humanobserers and the reverseby the SVM classi ers.
For the 111 photorealistiamagesthe humanobsenersandthe SVM classi er agreedwith each
otheron 96 (86:5%) imageswith 92 beingcorrectlyclassi ed and4 beingincorrectlyclassi ed.
The SVM classi er incorrectlyclassi ed 7 photorealistiamageswhich were correctly classi ed
by humanobsenrers, and 8 otherimageswere in the oppositecase. This suggestsan overall
consisteng betweerthe humanobsenersandthe SVM classi ers.

We further comparedquantitately the classi cation resultsof humanobseners and SVM
classi ers. We recordedthe “yes/no” answersto eachimage of eachobsener on eachimage.
For eachimage,the percentag®f obsenrers/SVMclassi erswith correctclassi cationwasused
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Figure 5.14: Mean classificationaccuraciegor the 22 humanobsenrers (gray bars)and20 non-
linear SVMs (blackbars),on 111 photographidphoto)and111 photorealistiqcg) images.

asacon dencemeasuref classi cation. Shavn in Figure5.15is the scattemplot of thesecon -
dencemeasuresf the SVM classi ers(x-axis)andthehumanobsenrers(y-axis),for photographic
imageg(left), andphotorealistiamages(right). Also shavn arethe correspondingorrelationco-
efcients®. The correlationcoefcients suggesthatthereis no simplelinear dependengyet the
responsesarenot totally uncorrelated.In conclusionthe comparatre experimentsof the perfor
manceof the HVS andSVM classi cationbasedon the proposedmagestatisticssuggesthatthe
two classi cationsystemgerformedthe taskalmostequallywell in the testingcondition. How-
ever, thereis alsoprofounddifferencan theirunderlyingmechanismanakingtheproposedmage
statisticscomplementaryo humanvisual inspectionin differentiatingbetweenphotographiand

photorealistiamages.

5A correlationcoeficient for two randomvariablesX andY aredefinedas = EFCpE XA E 1Y9)g A _yglue

- var (X )var (Y)

of 1:0 meaningineardependenganda -valueof 0:0 statisticaluncorrelated.
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Figure5.15: Scatteplot of theresponsefom the SVM classifier(x-axis)andthehumanobserers
(y-axis) for photographiagmages(left), andphotorealistiamages(right). Also shavn is the corre-
spondingcorrelationcoeficients, , with avalueof 1:0 meaninginear dependencanda valueof
0:0 statisticaluncorrelated.The valuesshavn heremeantheir is no simplelinear dependencyet
theresponsearenottotally uncorrelated.
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Chapter 6

Generic Image Steganalysis

In thischapterageneridmagesteganalysisystembasedntheproposedmagestatisticaandnon-
linearclassi cationtechniquess presentedWe begin with abrief review of imagesteganography
andsteganalysisn Section6.1, thendescribein detail the genericimagestegganalysissystemfor
JPEG,TIFF andGIF imagesn Section6.2and6.3, respectrely.

6.1 Image Steganograply and Steganalysis

Theword steganagraphy nds its rootin Greek literally meaning‘coveredwriting”. The goalof

steganographys to hide messages) aninnocuouscover mediumin anunobtrusve way, soasto

evadeinspection.Theearliesthistoricalrecordof usingsteganographylatedbackto the Romans,
andit hasbeenwidely usedever sincefor military andintelligencepurposesA notableexample
of steganographys thefollowing messagsentby a Germanspy duringthe rst world war:

Apparentlyneutrals protesis thoroughlydiscountec@ndignored.lsmanhardhit.Blockade
issueaffectspretext for embago on by-productsgjectingsuetsandvegetableoils.

The steganographienessagés hiddenin the secondetterof eachword as,
Pershingsailsfrom NY Junel.

Traditional steganographymethodsinclude invisible inks, micro dots, characterearrangement,
covertchannelndspreadspectruncommunicatiorj10]. With the populaceof digital media,dig-
ital imagesaudios,andvideosbecomedeal coversfor steganographyEspecially steganography
in digital imageshasrecevedthe mostattention(see[35, 2, 33, 53] for generakeviews), for their
wide availability, easyaccessibilityandlarge datavolume- animageof size640 480pixelsand
256 grayscalecanhide up to 3 kilobytesof data,large enoughto containthe whole text of the
Declaration of Independence

Onesimpleyet effective methodto achieve suchembeddingcapacityis leastsigni cant bits
(LSB) insertion,wheremessagdytesare embeddednto the lower bits (i.e., the lesssigni cant
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6| 01111100 6| 011111®
7| 0110010 1 7 | 011001®
8| 0101101 1 8| 0101101

cover message stego

Figure 6.1: Leastsignificantbit (LSB) insertionof a steganographienessagén an8-bit grayscale
image (left column). Onebyte of the messagémiddle column)is embeddednto the LSBs of 8
consecutie pixelsin the cover imageby coercingthe eight LSBs of the eight pixelsin the cover
imageto bethe sameasthebytein themessage(right column).

bits, usually the last bit which is the leastsigni cant bit) of the databytesin the image le *.
On uncompressedr losslesscompressedmageformats(e.g., TIFF and GIF), the LSBs of the
raw pixel intensity are usedfor embedding. Shovn in Figure 6.1 is a simple exampleof LSB
insertionin an 8-bit grayscaleimage. One byte of the messagemiddle, is embeddednto the
LSBsof eightconsecutie pixelsin thecoverimageby coercingthe eightLSBsof the eightpixels
in the cover imageto be the sameas the byte in the messageright. In a similar fashion,an
M N 8-bit grayscalamagecanhide a messag®ef sizeuptoM  N=8 bytes,andon average,
only M N=2 LSBsin the imageneedto be changed. Imageswith more bits per pixel and
multiple colorchannelhave evenlargercapacity Seeminglysimple,LSB insertionin raw pixelsis
ef cient andhardto detectvisually. For compressednageformats(e.g.,JPEG)LSB insertionss
performedonthecompressedatastreamsfor instancethequantizedCT coefcients in aJPEG
image.Similarto embeddingn raw pixels,LSB insertiononthecompressedatastreamintroduce
negligible perceptualdifferencebetweenthe cover and stego images,Figure 6.2. Sophisticated
steganographisoftwarescanaddfurtherlayersof complexities, suchasdistributing messagem
a pseudo-randomvay, avoiding embeddingnto low frequeng smoothregions and encrypting
messagesThesemeasuresnake it evenharderfor an eavesdroppeto detectthe presencef the
hiddenmessage.

Steganographys closelyrelatedto cryptology Both canbe usedfor securedatacommuni-
cation. Also, in practice,steganographienessagesanbe encryptedbeforebeingembeddednto
the cover medium. However, the aim of steganographyis to concealthe very existenceof the

Traditionally, animagewith steganographymbeddingss termedasa stego image.
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Figure 6.2: Shavn in theleftmostcolumnis a color JPEGimage. A messagewhichis a smaller
image,wasembeddednto the cover usingJstg (animplementatiorof LSB insertionin quantized
DCT coeficients) to generatehe stego images. Also shavn in the rightmostcolumnis absolute
value of the differencebetweerthe cover and stego image,normalizedinto the range[0; 255] for
displaypurposes.

communicatednessagewhile anencryptedmessageavill certainlyarousesuspicion.Digital wa-
termarking[11] is anotherinformationhiding techniquecloselyrelatedto steganographylt aims
to hideidenti cation informationin digital imagefor copyright protectionor authorshipauthenti-
cation.lllegalduplicationof thecopyright protectedmageor tamperingof theauthentidmagecan
bedetectedy checkingtheexistenceor lack of watermark.Steganographynddigital watermark-
ing aresimilarin theaim of hiding information. However, watermarkfor copyright protectionare
robust,soasto bedetectablevenin manipulatedmages.On the otherhand,moststeganography
methodsarefragile underimagemanipulationsthereforenotappropriatdor digital watermarking.
Also, invisibility is nota primarydesignconsideratiorof digital watermarking.

It worth noting that thoughhardto detect,thereare easywaysto destry potentialstegano-
graphicmessagesyhich canbe achiezedwith simpleimagemanipulationsuchasaddingasmall
amountof noisewithout signi cantly alteringthe overall visual appearance As steganography
embeddingsrefragile to imagemanipulationssucha “shakingbag” method[10] caneffectively
destry the messagdiddenin animage. Neverthelesstherearesituationswhenit is desirableto
be ableto detectthe activity of steganographyFor instance knowing a suspecsendingstegano-
graphicmessagemay beimportantto preventfurthercriminal actuities.

Image Steganalysis

Steganographyanbe usedasa covert communicatiommethodby criminals, terroristsandspies.
Maliciousmessageanbe embeddedhto aninnocuous-lookingmage,andpostedon the Internet
or sentin anemailwithoutbeingsuspectedThereforejt is not surprisingthatwith theemegence
of steganographythat the developmentof a countertechnology steganalysishasalsoemeged
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(see[21] for areview). The goal of steganalysisis to determineif animage (or other carrier
medium) containsan embeddednessage.As this eld hasdeveloped,determiningthe length
of the messag¢24] andthe actualcontentsof the messagere also becomingan active areaof
research.

Currentsteganalysismethoddall broadlyinto oneof two cateyories: the embedding-specific
approacheto steganalysighattake advantageof particularalgorithmicdetailsof the embedding
algorithm|[34, 83, 59, 22, 84], andgenericstgganalysige.qg.,[41, 23, 42]) thatattemptgo detect
the presencef an embeddednessagendependenbf the embeddingalgorithmand,ideally, the
imageformat. Embedding-specifimethodsaremoreef cient whenthe knowledgeof embedding
algorithmis present.For instance LSB insertionin raw pixelsresultsin specificchangesn the
imagegrayscalenistogramwhich canbe usedasthe basisfor its detection84]. However, given
the ever growing numberof steganographyools?, embedding-specifiapproacheareclearly not
suitablein orderto performgenericarge-scalesteganalysis.

Ontheotherhand thoughvisually hardto differentiatethe statisticalregularitiesin thenatural
imageasthe stegganographyover aredisturbedby the embeddednessagef-or instancechanging
theLSBsof agrayscalemagewill introducehigh frequeng artifactsin the coverimages.Showvn
in Figure6.3are(a)thelogarithmof theFouriertransformof anaturalimage,and(b) thelogarithm
of the Fouriertransformof the sameimageaftera messagés embeddednto the LSBs. Shavn in
panel(c) is thedifferencebetweena) and(b). All imagesarecontrasienhancedor display Note
thedifferencebetweera cleananda stggo imagein the high frequeng region, which areartifacts
introducedby the embedding.The genericsteganalysige.g.,[41, 23, 42]) detectssteganography
by capturingsuchartifacts.We proposea generaframenork for generidmagesteganalysisbased
on discriminatve imagefeaturesrom the proposedmagestatisticsand non-linearclassification
techniquesWithouttheknowledgeof theembeddinglgorithm,our methoddetectsteganography
basedon the abnormalityin the statisticsof the stego images.In the following, we describeour
genericsteganalysisystemdor JPEG,TIFF andGIF images.

6.2 Generic Steganalysiof JPEG Images

JPEG Encoding and Decoding

Notwithstandinga lossycompressionJPEG[81] (shortfor JointPhotographi&xpertsGroup)is
the dominantimageformatcurrentlyfor its high compressiomatio. The overall procesof JPEG
encodingand decodingis shavn in Figure 6.4 and 6.5, respectrely. For encoding,the image
is rst dividedinto 8 8 blocksandshiftedfrom unsignedntegersto signedintegers(to make
the dynamicrangeof pixel valuesto be zeromeaned).The blocksarethenfed into the forward
discretecosinetransform(FDCT). In decodingtheinverseDCT (IDCT) outputs8 8 blocksto

form the decompresseiiinage. Denotingthe imagesignalandits DCT decompositioras| (X; y)

2aslisted at www.jjtc.com/Steganography/toolmatrix , thereareover 200differentfreely distributed
steganographgmbeddingorogramsandmorethan60% of themcanbe usedto embedn images.
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Figure 6.3: Shavn are(a) the logarithmof the Fourier transformof a naturalimage,and(b) the
logarithmof the Fouriertransformof the sameimageaftera messagés embeddednto the LSBs.
Shavn in panel(c) is the differencebetween(a) and (b). All imagesare contrastenhancedor
display Notethedifferencebetweera cleananda stego imagein the high frequeng region, which
areartifactsintroducedby theembedding.

andF (u; v) respectiely, the FDCT andIDCT aregivenin thefollowing equations:

X X7
F(u;v) = %C(U)C(V) o I (x;y) cos % cos % (6.1)
XX
l(x;y) = 1 C(u)C(V)F (u;v) cos % cos % ; (6.2)

u=0 v=0

whereC(u) takesvalue 1=p 2 for u = 0 and1 otherwise. The DCT coefcients measurehe
relatve amountof the2D spatialfrequenciesontainedn the8 8block. The64DCT coefcients

arethensubjectto quantizatiorwith an8 8 quantizatiormatrix. Differentcompressiomuality

will resultin differentquantizationmatrix, which stipulatesthe quantizationstepfor eachDCT

coefcients. Quantizations the principle sourceof informationlossin JPEGcompressionAfter

thequantizatiorstep,the DC coefcients (F (0; 0) of eachblockis encodedvith alinearprediction
coder(LPC)-i.e.,theDDC coefcient of eachblockis replacedy thedifferencebetweeradjacent
blocks.Finally, all DCT coefcients arefurtherencodedvith aHuffmancoder andthedatastream
of aJPEG le containghe nal encodedCT coefcients.

JPEG Steganograply

Most existing JPEGstgganographyoolsarebasen LSB insertionan thequantizedCT coef-
cients,asJPEGis alossycompressioralgorithm. Embeddingsn theintensitydomain(e.g.,LSB
insertionin grayscalesyvill be destryed by the lossycompressiomprocesswhich discardshigh
frequeny componentsn imagethatarenot essentiafor visualperceptionOnthe otherhand,the
quantizedDCT coefcient aresubjectto alosslesdHuffmancoding,whichwill notaffecttheem-
beddedmessageBesidesmodi cationsto the LSBsof the quantizedDCT coefcients introduce
minimal visualartifactsto the coverimage,Figure6.2.
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Figure 6.4: JPEGencodingprocess®gurefrom [81]

Figure 6.5: JPEGdecodingprocessfigure from [81]

Basedon this basicembeddingschemedifferentalgorithmsmay implementfurther layersof
compleities. For instancemostsystemshave the mechanisnof distributingembeddindocations
basednausemrovidedstegokey to make thepatternof embedding#regular Besidesto counter
known steganalysisnethodsmary systemsalsomanipulatethe statisticsof the stego image. For
example, Outguesg60] only embedsnto one-halfof the redundanbits and usethe remaining
redundanbitsto preserethe rst-order statisticoof the JPEGDCT coefcient distribution. F5[22]
usesamoresophisticate@mbeddinglgorithmwhichembedsnessageits into randomly-chosen
DCT coefcients. Theembeddings notbasedn bit-replacemenbr exchangingary x edpairsof
values but emplgys matrix embeddinghat minimizesthe necessarmumberof changeso embed
amessag®f certainlength. It doesnot modify the histogramof DCT coefcient andkeepsome
crucial characteristic®f the histogramof a cleanJPEGimage le. All thesemadeF5 harderto
detectthanpreviousembeddingnethods.

6.2.1 Experiments

The cover imagesin the experimentsare the 40, 000 JPEGnaturalimagesdescribedn Chapter
1. Fromthese40; 000 naturalimages40; 000 stego images(1; 600 perembeddingnessageype
andperstegganographyool) weregeneratethy embeddingandomnoisemessagesf varioussizes
into the full-resolutioncover images.The messagewereof sizes6:0, 4.7, 1:2, 0:3 kilobytes(K),
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correspondindo an averageof 100% 78% 20%and5% of the total steganographycapacity of
the coverimages respectrely. ThesemessagewereembeddedisingJstay [75], Outguesg60],
Steghide[30], Jphide[38] andF5 [82]. Whenembeddinga large messageits size might exceed
the steganographycapacity In sucha circumstancea fraction of the messagehat lls the full
capacityof thecoverimagewasembeddedEachstegoimagewasgeneratedvith thesamequality
factorastheoriginal coverimagesoasto minimize doubleJPEGcompressiomrtifacts.

From eachimage,cover andstego alike, imagefeaturevectorsbasedon the proposedmage
statisticswerecollected.Speci cally, six typesof statisticaffeaturescanbe collected:

1. 72-D featurevectorof grayscaldocal magnitudestatistics;
. 36-D featurevectorof grayscaldocal phasestatistics;

. 108D featurevectorof grayscaldocal magnitudeandlocal phasestatistics;

2
3
4. 216D featurevectorof colorlocal magnitudestatistics;
5. 216D featurevectorof colorlocal phasestatistics;

6

. 432-D featurevectorof colorlocal magnitudeandlocal phasestatistics.

To accommodatalifferentimage sizes,only the central256 256 region of eachimagewas
analyzed.

We trainedlineardiscriminantanalysisLDA), non-linearsupportvectormachineswith radial
basisfunction (RBF) kernels,andone-classupportvectormachinegone-classSVM) with RBF
kerneland multiple hyperspheredhasedon the collectedimagestatistics. The training setsfor
LDA andSVM consistedf imagestatisticsfrom the 32 000randomlychosematuralimagesand
32, 000randomlychoserstegoimageq6; 400perembeddingrogramested).Theimagestatistics
of the remainingcover and stego imageswere usedto testthe classi ers obtained- throughout,
resultsfrom the testingstageare presentedIn thetraining phasethe false-positie rate(i.e., the
probabilityof a coverimagebeingincorrectlyclassi edasa steggoimage)wascontrolledto beless
than1%. This speci c settingis the practicalrequirementf applyingsteganalysiswherethe cost
of afalsepositive is muchhigherthanafalsenegative. The controlover errorrateswereachieved
by adjustingweightson differenttypesof classi cationerrors. The parametersf the RBF SVM,
namelythe width of the RBF kernelandthe penaltyfactor weretunedby cross-walidation. The
trainingsetof theone-classSVM classi ersconsistedf only theimagestatistics§rom the 32, 000
coverimagesandnonefrom the stegoimages.Theimagestatisticsof theremainingcoverimages
andall stegoimagedormedthetestingsetof theone-classSVM classi ers. For comparisonpne-
classSVMs with 1, 4, and6 hypersphereweretrained. In eachcase the false-positie ratewas
also x edto belessthan1%.

3The steganographycapacityis the rate betweerthe size of embeddednessagandthe maximummessageize
permittedof a coverimage,which variesacrosdifferentimageformats,embeddingsoftwaresandcoverimages.The
steganographyapacityreportechereaftemrebasedn the averagemaximummessagsizeof 1000coverimagesper
embeddingprogram.
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In thefollowing, we examinethe generakensitvity androbustnes®f our approacho feature
types,messagsize,thechoiceof classifier thespecificcomponentsf the statisticaimodel,false-
positive rate,JPEGcompressionandto coverimageformat.

Feature Types

We rst comparethe performanceof grayscaleand color imagestatistics. Shavn in Figure 6.6
are the detectionaccuraciedor the LDA classifier for ve different steganographyembedding
programsand four differentmessagesizesand a training false positive rate of 1%, with (top)
the 108 grayscalémagestatistics(72 local magnitudestatisticsand 36 local phasestatistics)and
(bottom) the 432 combinedcolor image statistics(216 local magnitudestatisticsand 216 local
phasestatistics)for LDA classifierson the samesetof images.For point of comparisonthe re-
sultsfor the colorimagestatisticg bottompanel)areannotatedvith thedetectionaccurayg for the
grayscalemagestatisticgtop panel).Theleft-mostgraybarcorrespondso thefalse-positre rate
(acleanimageincorrectlyclassifiedasstego), by subtractingt from 100% whichis, on average,
lessthan1:0%. This indicatesthatthe LDA classifiersdid not over t the training data. For the
grayscalemagestatisticstheaveragedetectioraccurag is 27:8%, 122%, 5:0%and0:5%for em-
beddingsatcapacitiesl00% 78% 25%and5%, with amaximum/minimundetectioraccurag of
51:2%=12:2%, 23.:3%=5:4%, 9:4%=2:3%, and1:0%=0:1%. For the colorimagestatisticsthe aver
agedetectiomaccuray is 44:7%, 26:7%, 11:2%and1:0%for embeddingsitcapacities00% 78%
25% and 5%, with a maximum/minimumdetectionaccurag of 64:4%=31:1%, 33.2%=16:5%,
127%-8:3%, and 2:3%=0:3%. The color imagestatisticsachiezed, in general,higheraccurag
thanthe grayscalamages asregularitiesacrosdifferentcolor channelsaareconsideredThereis
alsoa generaltrendthat the classificationaccurag decreaseasthe size of embeddingnessage
decreasesandthe detectionaccurayg variesacrossdifferentembeddingorograms- with F5 and
Jste beingthe hardestindeasiestrespectiely.

Linear or Nonlinear Classification

The previous experimentcon rms that the 432 color imagestatisticsare more effective thanthe
108grayscalemagestatisticsor steganalysisNext we comparelifferentclassi cationtechniques
combinedwith the color imagestatistics.Shawn in Figure6.7 (top) is the classi cationaccurag
with the 432 colorimagestatisticsfor ve differentsteganographyembeddingprogramsandfour
differentmessagesizesandatrainingfalsepositiverateof 1%, for non-linearSVM classifierswith
RBF kernels,annotatedvith the detectionaccurag of the LDA classi ersin Figure6.6(bottom).
Theleft-mostgraybarcorrespondso thefalse-positre rate(a cleanimageincorrectlyclassifiedas
stegyo) by subtractingt from 100% whichis, on averageessthan1:0%, indicatingthe non-linear
SVM classifiersdid notover t thetrainingdata.The averagedetectionaccurag of thenon-linear
SVM classifieris 78:2%, 64:5%, 37:0% and7:8% with a maximum/minimundetectionaccurag
of 91:19%6=66.4%, 76:4%=51.8%, 43.2%=31:3% and 11:2%~4:8% for eachembeddingypes. In
generalthe non-linearSVM classifieroutperformshe linear classificationwith LDA, re ecting
the e xibility of thenon-linearSVM in learninga complex classificationsurface.
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One-classSVM Classification

Thoughnon-linearSVM with the color imagestatisticsachieved the bestperformancethe data
preparatiorandtrainingprocesgor non-linearSVMs areneverthelessomplicatecandvulnerable
to thoseyetunknavn embeddingschemesSpeci cally, thetrainingsetof a non-linearSVM must
includeall targetedsteganographyools. On the otherhand,the one-classSVM, section3.3, has
the advantageof requiringonly the cover imagesin the training set. Shovn in Figure6.7 is the
detectionaccurag for a one-classSVM classifierwith six hypersphereéSection3.3.2)for each
of ve steganographymbeddingprogramsandfour differentmessagesizes,with the 432color
imagestatisticsanda training falsepositive rate of 1%. For point of comparisonthe resultsfor
the one-classSVM (Figure6.7(bottom))are annotatedvith the detectionaccurag for the linear
SVM (Figure6.7(top)). The one-classSVM hasthe averagedetectionaccurag of 76:9%, 61:5%,
30:3% and5:4%, with a maximum/minimundetectionaccurag of 924%=64:4%, 79:6%=49.2%,
42:3%=15.8% and8:9%=2:7%. Theone-clasSVM resultsin only amodestdegradationn detec-
tion accurag, while affordinga simplertrainingstage.Thedravback,however, is thatthetraining
time for one-classSVM with multiple hyperspheres muchlongerthanthe correspondingion-
linear SVM classifier

Theuseof theone-classSVM classifierwith multiple hyperspherebearsthe questionof how
mary individual one-classSVM classifiers(or equialently, hyperspheresghouldbe used.While
multiple hypersphereaffordedamorecompacsupporin thetrainingstagethey tendedo over- t
to the training dataandled to poor generalizatiorin the testingstage. We comparedhe perfor
manceof the one-classSVM classifierswith multiple hyperspheresShown in Figure6.8 arethe
classificationaccurag with color imagestatisticsfor one-classSVMs with differentnumberof
hyperspheresn embeddingnessagesf 78% steganographyapacity The gray barscorrespond
to thefalse-positie rate(a cleanimageclassifiedasstego), by subtractinghemfrom 100% Each
group of four barscorrespondgo differentnumberof hypersphereghs)in the one-classSVM
classifier The horizontalaxescorrespondo steganographyembeddingorogramgjsteg (js); out-
guess(og); steghide (sh); jphide (jp); andF5 (f5)). Note that even thoughthe overall detection
improvedwith anincreasinghumberof hypersphereshe false-positre rates,99.7,99:4 and99.0,
alsoincreaseconsiderably The optimal numberof hypersperesthus, is a balancebetweenthe
detectionaccurag andthefalse-positie rate.

Categoriesof Image Statistics

Similar to the analysisin section5.4, we would like to know therole of individual statisticsand
statisticscategory in the classification. Shaovn in Figure 6.9, from left to right, is the detection
accurag for anon-linearSVM trainedwith the 108 color coefcient maginal statisticsonly, the
108 magnitudelinear predictionerror statisticsonly, the 216 local phasestatisticsonly, andthe
216local magnitudestatisticancludingbothcoefcient maginalandmagnituddinearprediction
error statisticson embeddingnessagesorrespondingo 78% capacity For point of comparison,
thedotscorrespondo a non-linearSVM trainedon the completesetof 432 colorimagestatistics
with both the local magnitudeandlocal phasestatistics. Theseresultsshowv that the combined
local magnitudeandlocal phasestatisticsprovide for betterdetectionaccurag thanonly a subset
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of the statistics.

Next, we would lik e to investigatehe contribution of the error statisticsandmaiginal statistics
in the 216local magnitudestatistics.Shovn in Figure6.10is theaccurag of the classifierplotted
againsthe numberandcateyory of statisticsfor the LDA classifieron thetestingsetcomposef
Jsta@ stego imageswith embedding®f size4:7 kilo-byteswith a 1% falsepositive rate*. Similar
to section5.3,we beganby choosinghe singleimagestatistics put of the216possiblecoefcient
maiginalandmagnituddinearpredictionerrorstatisticsthatachiezedthe bestdetectioraccurag.
Thiswasdoneby building 216LDA classifierson eachstatisticsandchoosingheonethatyielded
the highestaccurag (which wasthe variancein the error of the greenchannel diagonalbandat
the secondscale). We thenchosethe next beststatisticsfrom the remaining215 statistics. This
processvasrepeatedintil all statisticsvereselectedThesolidline in Figure6.10is thedetection
accurayg asafunctionof thenumberof statisticsadded.The white andgray stripescorrespondo
magnituddinear predictionerrorandcoefcient marginal statisticsrespectiely. If the statistics
includedonthei™ iterationwasof coefcient mamginal thena verticalgray line wasdrawvn atthe
i position. Notethatthe coefcient maginal andmagnitudeinear predictionerror statisticsare
interleaved,shaving thatboth setsof statisticsareimportantfor classification However, thelatter
partof thecurve,wheretheclassificatioraccurag plateausorrespondo themeansandskewness,
which aremostly closeto zeroandthuscarrylessclassificationnformation.

Thespecificcontributionof the216localmagnitudeand216local phasestatisticavasanalyzed
similarly. Showvn in Figure6.11is the detectionaccurag of LDA classifiersasa function of the
numberandcategory of the432local magnitudeandlocal phasestatisticswith a 1%trainingfalse
positive rate. The white andgray stripescorrespondo decompositiorandlocal phasestatistics,
respectrely. As thetop 67 statisticsareof the local magnitudethey have morein uence in the
classification. We were surprisedthat the phasestatiticsdid not provide a larger boostto the
overall detectionaccurag. Thereareseveral possiblereasongor this: (1) our speci ¢ statistical
modelfor phasesimplyfailsto capturetherelevantphasestatisticof naturalimages2) ourphase
statisticsdo capturetherelevantphasestatistics put the steg embeddingalgorithmsdo not disturb
thesestatistics;or (3) whatwe think mostlik ely, the magnitudeerror statisticsimplicitly capture
similar propertiesof the phasestatistics- thatis, geometriaegularities(e.g.,edgesreexplicitly
capturedby the phasestatisticsthroughcorrelationsbetweernthe angularharmonicswhile these
sameregularitiesareimplicitly capturedy theerrorstatisticgehroughcorrelatinsof themagnitude
acrossspaceandscale.

FalsePositive Rates

An importantfactorin classificationis the falsepositive rate,or the errorratefor misclassifyinga
stegoimageasacleanimage.Generallythehigherthefalsepositiverate thelowerthecorrespond-
ing classificationaccurag. Shown in Figure6.12is the detectionaccurag for a non-linearSVM
with a 0:1% training false-positre rate. The averagedetectionaccurag is 70.:7%, 56:5%, 27:7%
and3:9% for embeddingst capacitiesl00% 78% 20%and5%, with a maximum/minimumnde-

4Thisanalysisvasperformednly ontheLDA becaus¢hecomputationatostof retraining23; 220= 216+ +1
non-linearSVMs is prohibitive. We expectthe samepatternof resultsfor thenon-linearSVM.
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tectionaccurayg of 86:3%=583%, 71:2%-421%, 37:8%=14:6% and 7:1%=1:3%. For point of
comparisontheseresultsareannotatedvith the detectioraccurag for thenon-linearSVM with a
1:0%false-positie rate,Figure6.7(top).Notethatanorderof magnituddower false-positie rate
resultsin arelatively smalldegradationin detectionaccurag.

JPEG Qualities

TheJPEGqualityis animportantfactorin the performancef steganalysis DifferentJPEGquality
correspondso differentquantizatiorof the DCT coefcient, andhasbeenshovn in Chapter4 to
affect the classificationbasedon the proposedmage statistics. We testedthe non-linearSVM
classifiers trainedon cover andsteggo imagesof one JPEGquality, to cover and stego imagesof
anotherJPEGquality. Speci cally, we usedthe stego imageswith messagesf steganography
capacityl00%and 78% Shawn in Figure 6.13(top)is the detectionaccurag for a non-linear
SVM trainedon JPEGimageswith quality factor70 andthentestedon JPEGimageswith quality
90. Thedotsin this panelis the classificationaccurag of the sameclassi er on cover andsteyo
imagesof JPEGquality 70. Showvn in Figure 6.13(bottom)is the detectionaccurag for a non-
linear SVM trainedon JPEGimageswith quality factor90 andthentestedon JPEGimageswith
guality 70. Thedotsin this panelis the classificationaccurag of the sameclassi er on cover and
stegoimagesof JPEGquality 90.

Theclassifiertrainedandtestedonimageswith qualityfactor90, achiezedanaveragedetection
accuray of 64:5% with a false-positre rate of 1:2%. Whentestedon imagesof quality factor
70, this sameclassifierachieved an averagedetectionaccurag of 77:0%. This higheraccurag
seemsat rst glance o bea bit puzzling,but notethatthe false-positie ratedecreaset 77:4%,
renderingthis classifierlargely uselesgor imagequalitiesotherthanthosenearto the training
images. The classifiertrainedand testedon imageswith quality factor 70 achieves an average
detectionaccurayg of 54:4% with a false-positie rateof 1:2%. Whentestedon imagesof quality
factor90, this sameclassifierachievesan averagedetectionaccurag of only 19:2%, with afalse-
positive rateof 8:7%, againrenderingthis classifierlargely uselesgor imagequalitiesotherthan
thosenearto thetrainingimages.Theseresultsshown thatour classifiersdo not generalizevell to
new JPEGquality factors put thatindividually trainedclassifiers pon several JPEGquality factors,
areableto detectsteganographyn coverimagesof varyingcompressioffiactors.

Comparision with Previous Work

Thereare, of course,mary steganalysistechniqueghat have emeged over the pastfew years.
While mary of thesearespeci c to individual embeddingorogramsa few areuniversal,or near
universalapproachesln this sectionwe attemptto comparethe effectivenessof our approacto
thatof Fridrich [20], asit hasclearlyemegedhasoneof the mosteffective techniques.

Fridrich extractedstatisticalmeasurementsasedon maginal andjoint DCT statistics,from
cleanandstego images. A Fisherlinear discriminantclassi er wasthentrainedandtestedon a
collectionof 1; 800images While therearesomeobvioushigh-level similaritiesto ourapproaches,
a direct comparisons dif cult since(1) Fridrich's approachwas speci cally designedo detect
stegganographyn JPEGimageswhile our approachwasappliedto JPEG,GIF, andTIFF formats;
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(2) Fridrich employed a linear classi er while we employedlinear andnon-linearclassi ers; (3)
Fridrich testedher approachon 1; 800 grayscalemages,while we testedours on 40; 000 color
images;and(4) Fridrichemployedonly 23 statisticalfeatureswhile we employeda considerably
larger432features.

With thesecaveatsin mind, we comparedheperformancef ourapproachesn OutGuessand
F5. For a 1% false-positie rate and an embeddingate for Outguesf 0:05 and0:1 bpc® (bits
pernon-zeroDCT coefcient), our detectionaccuraciegnon-linearSVM) were53:8% and71:3%
while thoseof Fridrichwere31:1%and99:1%. For a1%false-positte rateandanembeddingate
for F50f 0:05and0:1 bpc,our detectiomaccuraciesvere10:7%and26:3% while thoseof Fridrich
were 2:6% and7:2%. While our approachseemgo be moreeffective at lower embeddingates,
Fridrich's approachis more effective at higherembeddingrates. This is particularlyimpressve
giventhelow-dimensionafeaturevectorandthe useof only alinearclassi er.

6.3 Generic Steganalysiof TIFF and GIF Images

TIFF andGIF aretwo losslessmageformatsthat canbe usedascoversfor steganographyTIFF
(TaggedmageFile Format)is oneof themostwidely usedosslessigh- delity imageformats.lIt
is thedefactostandardmageformatfor high color depth(32-bit)imaging.As TIFF is anuncom-
pressedmageformat, messagesanbe embeddedvith a genericLSB embeddinghatmodulates
the least-signi cantbits of a randomsubsetof the pixel intensities. GIF (Graphiclnterchange
Format) was developedoriginally for imageswith 8-bit index colors, with a paletteof 256 true
colors. GIF is basedn thelosslesd. ZW compressionSteganographyn GIF imagescanbeim-
plementedby LSB insertionsof the color indexes(e.g.,EzStgo) or permutationof color palette
entries(Gifshufe).

To testthe performanceof the proposedmage statisticsand non-linearSVM classi er on
TIFF andGIF imageswe rst corvertedfrom the 40, 000JPEGnaturalimage,the equalnumber
of TIFF andGIF image$. For the TIFF coverimages messagewsereembeddedisinga generic
leastsigni cant bit (LSB) algorithm. Thesemessagewererandomnoisesof sizes84:6K , 75.0K ,
188K and4:6K correspondingo embedding-apacitief, approximately100% 89% 22%and
5%. For the GIF coverimagesmessagewereembeddedisingEzSteo [44] andGifshufe [37].
EzStgo embedsnessagén GIF imagesby LSB insertionto the colorindex of eachpixel, which
slightly perturbthe image. The messagesmbeddedvith EzStgo were randomnoisesof sizes
26:2K , 227K , 6:7K and1:6K , correspondingo embeddingapacitiesof, approximately100%
85% 25%and6%. Gifshufe embedsnessagavith a very differentmethod.In Gifshufe, each

SOur detectionaccuraciesiregivenwith respecto the total cover capacity de®nedto be the maximumsizeof a
message¢hatcanbe embeddedy the embeddingalgorithm. Comparablédpc valuesfor theseembeddingateswere
determinedo allow for a directcomparisorto Fridrich's results. For OutGuessa bpc value of 0:05 and0:1 corre-
spondgo anembeddingcapacityof 44:2% and88:5%, respectiely. For F5, abpcvalueof 0:05and0:1 corresponds
to anembeddingapacityof 7:8% and15:7%, respectiely.

5Thereis anamgumentthat TIFF and GIF imagescorvertedfrom JPEGimagesmake the subsequersteganalysis
easier However, in faceof the relative scarceof high quality TIFF and GIF imagesavailable, this is still a viable
solutionandtheresultscanpredictthoseonraw TIFF or GIF images.
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possibleembeddednessagés representethy onespeci ¢ orderof theitemsin the color palette.
For GIF imageswith 256entriesin the color palette this meansatotal numberof 256!0f different
message®r amaximuml:6K messageanbeembeddednto a GIF image,regardlesshesizeof
theimage. Perturbingonly the color palettewill not changethe imagesignal,thusthe proposed
imagestatisticscouldnotbeapplieddirectly. However, if thecolor palettefor all GIF imageswere
the same,which is the casein our experiment,we cantreatthe indexesas pixels of a grayscale
imageandemploy grayscal@magestatisticsfor steganalysis.The messageembeddedvith Gif-
shufe wererandomnoisesof sizes1:6K , 1:4K, 0:4K and0:08K , correspondingo embedding
capacitieof, approximately100% 85% 25%and6%.

Shavnin Figure6.14(top)is thedetectionaccurag for non-linearSVMs separatelyrainedon
the TIFF and GIF images. Eachgroup of barscorrespondso a differentembeddingalgorithm:
from left to right, LSB (Is), EZSteyo (ez) and Gifshufe (gs). The gray barscorrespondo the
false-positre rateof 1:0%. For the TIFF imagesthe detectionaccurag is 723%, 52.9%, 11:3%
and1:2%. For the GIF imagesthe averagedetectionaccuray is 629%, 47:8%, 17:2%and1:7%.
In termsof embeddingapacitythesedetectiorratesareslightly lowerthanthedetectioraccurayg
for JPEGcoverimages.Next, we appliedthe non-linearSVM classi erstrainedon JPEGimages
to the TIFF andGIF imagesfor which the performances shovn in Figure6.14(bottom).For the
TIFF imagesthe detectionaccurayg is 723%, 529%, 11:3% and1:2%. For the GIF imagesthe
averagedetectionaccuray is 629%, 47:8%, 17.2% and1:7%. This shows thatour classi ersdo
notgeneralizevell to differentimageformats,but thatindividually trainedclassi ers,on different
imageformats,areableto detectsteganographyn coverimagesof differentimageformats.

6.4 Summary

In conclusionpurexperimenton rm thattheproposedmagestatisticsandnon-linearclassification
are effective in genericimagesteganalysis.Speci cally, the 432 combinedcolor imagestatistics
(216local magnitudestatisticsand216local phasestatistics)andnon-linearSVM seemedo have
thebestdetectiorperformanceOntheotherhand,aone-clas$SVM classifierwith multiple hyper
spheresiadaslightdegradationin detectioraccurag yetamuchsimplertrainingprocessWe also
obsenedthat differentfalsepositive rates,JPEGqualitiesandimageformatsaffectedthe detec-
tion accurag. In building practicalgenericsteganalysisystemsthesefactorsmustbe considered.
Finally, a similar genericsteganalysisystemcanalsobe built for audiosignalsg[32].
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Figure 6.6: Classificationaccurag for (top) 108grayscalemagestatisticsand(bottom)432 color
imagestatisticswith LDA classificatioranda 1% falsepositive ratein training. Theleft-mostgray
barcorrespondso thefalse-positie rate (a cleanimageclassifiedasstego), by subtractingt from
100% Eachgroupof four barscorrespondso differentsteganographyembeddingprogramgjsteg
(js); outguesgogq); steghide (sh); jphide (jp); andF5 (f5)). The numericvalueson the horizontal
axescorrespondo themessagsize(asanaveragepercentagef the steganographygapacityof the

covers). For point of comparisonthe dotsin bottompanelcorrespondo the detectionaccurag of
panel(top).
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Figure 6.7: Classificationaccurag with color imagestatisticsfor (top) non-linearand (bottom)
one-classSVMs with a 1% training falsepositve rate. The left-mostgray bar correspondso the
false-positie rate (a cleanimageclassifiedassteyo), by subtractingt from 100% Eachgroupof
four barscorresponddo different staganographyembeddingorograms(jstey (js); outguesgog);
stgghide (sh); jphide (jp); andF5 (f5)). The numericvalueson the horizontalaxes correspondo
themessagasizeasanaveragepercentagef the steganographyapacityof the covers. For point of
comparisonthe dotsin bottompanelcorrespondo the detectionaccurag in Figure6.6 (bottom);
andthedotsin bottompanelcorrespondo the detectionaccurag of top panel.
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numberof hyperspheresn embeddingnessagesf 78% steganographycapacity The gray bars
correspondo the false-positie rate (a cleanimageclassifiedas stego), by subtractinghemfrom
100% Eachgroupof four barscorrespondso differentnumberof hypersphereghs)in the one-
classSVM classifier Thehorizontalaxescorrespondo steganographymbeddingprogramgjsteg
(js); outguesgoq); steghide(sh);jphide (jp); andF5 (f5)).
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Figure 6.9: Classificationaccurag for a non-linearSVM trainedon (from left to right) the 108
color coeficient mamginal statisticsonly, the 108 magnituddinear predictionerror statisticsonly,

the 216local phasestatisticsonly, andthe 216 local magnitudestatisticsincluding both coeficient

maiginal andmagnituddinear predictionerror statisticson embeddingnessagesorrespondingo

78% steganographycapacity The dots correspondo a non-linearSVM trainedon the complete
setof 432 color imagestatisticswith boththe local magnitudeandlocal phasestatistics. The gray
barcorrespondso thefalse-positie rate (a cleanimageclassifiedasstego), by subtractingt from

100% The horizontalaxescorrespondo differentsteganographyembeddingprogramgjsteg (js);

outguesgoq); steghide(sh);jphide(jp); andF5 (f5)).
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Figure 6.10: Shawn is the detectionaccurag of LDA classifiersasa function of the numberand
cateyory of the 216 local magnitudestatisticswith a 1% training falsepositive rate. The horizen-
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Figure 6.11: Shawn is the detectionaccurag of LDA classifiersasa function of the numberand
catgory of the 432 local magnitudeand local phasestatisticswith a 1% training false positve
rate. The horizontalaxis correspondso the numberof statisticsincorporatedandthe vertical axis
correspondgo the detectionaccurag in percentage.The white and gray stripescorrespondo
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Figure 6.12: Classificationaccurag for a non-linearSVM with color imagestatisticsandwith a
0:1% training false-posities. The dotscorrespondo the detectionaccurag for a non-linearSVM
with 1:0% false-posities, Figure 6.7(top). In all panels,the gray bar corresponddo the false-
positive rate (a cleanimageclassifiedas stego), by subtractingt from 100% Eachgroupof bars
correspondgo different steganographyembeddingprograms(jsteg (js); outguesgog); steghide
(sh);jphide(jp); andF5 (f5)). Thenumericvaluesonthehorizontalaxescorrespondo themessage
sizeasanaveragepercentagef the steganographygapacityof the covers.
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Figure 6.13: Classificationaccurag for non-linearSVM classifiers(top) trainedon JPEGimages
with quality factor70 andtestedon JPEGimageswith quality 90, and (bottom)trainedon JPEG
imageswith quality factor90 andtestedon JPEGimageswith quality 70. The dotsin (top) corre-
spondto the sameclassifiertestedon quality factor 70, andthe dotsin (bottom)correspondo the
sameclassifiertestedon quality factor90. The gray barscorrespondo the false-positie rate (a
cleanimageclassifiedasstagyo), by subtractingt from 100% Eachgroupof barscorrespondso
differentembeddingcapacities100%and78% The horizontalaxescorrespondo steganography
embeddingrograms(jsteg (js); outguesgog); steghide(sh);jphide (jp); andF5 (f5))
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Figure 6.14: Classificationaccurag on TIFF and GIF formatimageswith a 1% training false-
positive rateandfor non-linearSVMs (top) with atrainingsetconsistedf TIFF or GIF imagesand
(bottom)atrainingsetwith JPEGimages.Thedotsin (bottom)correspondo theaccuracies (top).
Thegraybarscorrespondo thefalse-positie rate(a cleanimageclassifiedasstego), by subtracting
it from 100% Eachgroupof four barscorrespondso differentsteganographymbeddingprrograms
(a genericLSB embeddingn TIFF (Is); EzSteyo in GIF (ez); and Gifshufe in GIF (gs)). The

numericvalueson the horizontalaxis correspondo the messagesize (as a percentagef cover
capacity).
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Chapter 7

Other Applications

We presentin this chapteroneanotherapplicationof the proposedmagestatistican digital image
forensicsasfor differentiatingthe rebroadcastprinted-out-and-scanned-imhagesfrom the live
capturedmagesn section?.1. In section7.2,the proposedocal magnitudemagestatisticgwith
aadaptedcheighborhoodset)is appliedto thetraditionalart authenticationywherewe differentiate
or identify theartistic stylesof differentartistsbasedn theseimagestatistics.

7.1 Liveor Rebroadcast

In recentyears biometric-baseduthenticatiorfe.g.,face,iris, voiceor ngerprint) is increasingly
gainingpopularityin alarge spectrunof applicationsyangingfrom governmentaprogramge.g.,
nationallD cardandvisa)to commercialapplicationssuchaslogical andphysicalaccessontrol.
Comparedo thetraditionalpassverd-baseduthenticatiorsystemsthe biometrics-basedystems
have the advantageof easiermanagemenfno needto memorizingthe passwrdsandchanging
themperiodically)andbettersecurity(biometricscon rm theidentity of the user).

Surprisingly however, even the most sophisticatecbiometric-basedauthenticationsystems
may be vulnerableto a simple “rebroadcast™attack. For instance,to breakan iris-recognition
basedauthenticatiorsystem,a maliciousintrudercan nd a photograptof the faceof anauthen-
ticatedperson printedout on a paper(with sufciently high printing quality), cuttheiris images
outandpastedn his eyelids. Whenbeingpresentedo the systemjnsteadof thelive capturedris
image,Figure 7.1 top row, the systemis fed with the rebroadcasiris images,Figure 7.1 bottom
row. For the purposeof recognition theseimagesarejust the same with the rebroadcasimages
with differentnoisecharacteristicerom the printing process Sincemary biometric-baseduthen-
ticationsystemsarebuilt to berobustin imagenoisessuchasimpletrick will, unfortunatelywork
for theintruder's purposelt hasbeenreportedhattwo Germanhaclersusingasimilar technique
broke two commercialngerprint authenticatiorsystems.

A key featurefor biometric-baseduthenticatiorsystemswithstandingthe “rebroadcastat-
tacks,is to enablethe systemgo differentiatebetweena rebroadcasanda live image. Following
the generaimethodologyin Chapter5 and6, this problemis formulatedasa binary classi cation
whereclassi ersof live andrebroadcasimageswasbuilt basedon the proposedmagestatistics.
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Figure 7.1: Shawn is the original iris images(top row) andthe imagesafter being printed and
scannedbottomrow). Themeanof theabsolutevalueof thedifferencebetweertheseémagess 19
with a standardieviation of 17:5 (on a scaleof [0; 255).

Thoughprevious chaptersndicatethat color imagestatisticsandnon-linearclassi cationarethe
mosteffective solutions,we foundthatfor this task,the simplerimagefeaturecomprisedoy the
72 grayscaldocal magnitudestatisticsandlinearclassi er (LDA) aresufcient for agoodperfor
mance.

In our experimentwe randomlychosel; 000imagesfrom the 40; 000color photographiam-
agesasdescribedn Chapterl. Fromtheseimages,200“rebroadcastimagesweregeneratedy
printing the grayscalecornvertedphotographmageson alaserprinterandthenscannedvith a at-
bedscannerFigure7.1. Thisis to simulatethe conditionwhenthe printed-outmagesarecaptured
by thecameran theauthenticatiorsystem.For consisteng, printing andscanningverebothdone
at 72 dpi (dots perinch) to reduceloss of imageinformationasmuchas possible. Next, the 72
grayscaldocal magnitudemagestatisticsverecollectedonall the 1; 200imagesfrom which 750
photographimagesand 150 rebroadcasimageswere randomlychosento form the training set.
Theremaining250photographmagesand50rebroadcasimageswereincludedin thetestingset.

In thetraining stage the LDA classi er correctlyclassi ed 99:5% of the live and100%o0f the
rebroadcasimages- with a thresholdwasselectedso asto afford a lessthan0:5% falsepositive
rate. In the testingstage,99:5% of the live and 99:8% of the rebroadcastmageswere correctly
classifed. To avoid reportingresultspertainingto aspeci c training/testingsplit, thesevalueswvere
the averageof resultsover 100 randomtraining/testingsplits. The relatively easyclassi cation
of live andrebroadcasimagesattributesto the artifactsintroducedby the printing andscanning
processwhich the simple grayscaldocal magnitudestatisticsandlinear classi cationsufce to
capture. However, asthe currentexperimentis only a rough simulationof the real rebroadcast
attack, it may be the casewhen higher printing quality and cameraresolutionare used, more
sophisticatedmage statistics(e.g., the 432 color image statistics)and non-linearclassi cation
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techniquege.g.,SVM) areneeded.The trainedclassi er canthenbe usedasa front-endto the
biometric-base@uthenticatiorsystemto pre- Iter potentialrebroadcasattacks.

7.2 Art Authentication

Many chefd'ceuvedn art are shroudedwith mysteryasthe true identitiesof the artists,and art
authenticatioraimsto solve thesemysteries.Of greatinterestto art authenticatiorarethe detec-
tion of forgeries,andtherecovery of all artistsinvolvedin producinga piece(alsoknown asthe
problemof “many hands”).Existing art authenticatiorapproachetargely rely on physicalexam-
ination (e.g.,X-raysor surfaceanalysis)and/orthe expertiseof art historians.With the advent of
powerful digital technologyit seemghatcomputationatoolscanprovide somenex weaponsnto
the arsenalof art authenticatiormethods. Previous examplesinclude the analysisof the fractal
dimensionof JackPollock's works([72].

The ability of the image statisticsproposedn previous chapterto capturesubtledifference
betweematuraland unnaturalimagessuggestshatthey may alsobe appliedto differentiatethe
individual artistic stylesin the scannedmagesof art works. Theseartistic styles,thoughfunda-
mentallydifferentfrom theimageforensicapplicationssharethesimilarity thatthey aretranscend
simpledifferencein imagecontentsandintuitively justify the useof the proposedmagestatis-
tics. Speci cally, forgery detectionis formulatedaslooking for differencein theimagestatistics
betweertheworksof differentartists,andidenti cation of involving artistsas nding clusteringn
theresultingimagestatistics.In the following, we describethe applicationof the imagestatistics
to theforgerydetectionfor theworks of PieterBruegel the Elderandthe analysisof authorshign
apaintingof Perugino.

7.2.1 Bruegel

PieterBruegel the Elder (1525/30-1569Wwasperhapne of the greatesFlemishartists. Of par
ticular beautyare his landscapealravings. We chooseto begin our analysiswith Bruegel's work
notonly becausef their exquisitecharmandbeauty but alsobecaus@ruegel's work hasrecently
beenthe subjectof renevedstudyandinteres{51]. As aresultmary dravingsformerly attributed
to Bruegel arenow consideredo belongto others. As such,we believe that this is a wonderful
opportunityto testandpushthelimits of our computationatechniques.

We digitally scannedat 2400dpi) two setsof drawings from the Bruegel folio from 35mm
color slides,aslistedin Table7.1 (slideswere provided courtesyof the MetropolitanMuseumof
Art [51]): the portfolio consistedof eight authenticatedandscapealravings by Bruegel and ve
forgeries. Shown in Figure 7.2 areimagesof an authenticBruegel draving (catalog#6) anda
forgery (catalog#7). Thesecolor (RGB) images.originally of size3894 2592 werecroppedo
acentral2048 2048pixel region, corvertedto grayscalaisingGray= 0:299Red+ 0:58 Green+
0:114Bluet, andauto-scaledo Il thefull intensityrange[0; 255]

1Althoughcorvertingfrom colorto grayscalegesultsin a signi®cantiossof information,wedid soto make it more
likely that the measuredstatisticalfeaturesand subsequentlassificationwere more likely to be basedon the pen
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Figure 7.2: Authentic#6 (top) andforgery#7 (bottom),seeTable7.1.

Foreachof 64(8 8) non-overlapping256 256pixel regionin eachimage,theproposedm-
agestatisticsverecollected.Empirically, we foundthatthe 72 grayscaldocal magnitudestatistics
with adaptedheighborhoodets(section2.2.1)achiaredsufciently goodperformancdor authen-
ticatingtheseBruegel paintings.Eachimageof a paintingin questionrwasthusreducedo a setof
64 72-D imagefeaturevectors.In orderto determinegf thereis a statisticaldifferencebetweerthe
authenticdravingsandthe forgeries we computedhe Hausdorf distancg AppendixA) between
all pairsof images.TheHausdorf distances de ned ontwo setsof high-dimensionavectorsand
is shavn to berobustto outliersin the sets. Theresultingdistancematrix wasthensubjectedo a
metricmultidimensionakcaling(MDS) (AppendixB), which helpto visualizethedatain alower-
dimensionakpacewhile bestpreservingheir pairwiseHausdorf distancesShawvn in Figure7.3
is the MDS resultof visualizingthe 13 images,with the Euclideandistancedetweeneachpair
of pointscorrespondingo the Hausdorf distancesThe circlescorrespondo the authenticdraw-
ings,andthe squarego the forgeries.For purely visualizationpurposesthe wire-framespheres
renderedht the centerof massof the authenticdravings andwith aradiussetto fully encompass
all datapointscorrespondindo the authenticpaintings.Note thatin both casesthe forgeriesfall
well outsideof the sphere.For the rst setof 8 authenticand5 forgeddrawings, the distanceof
the authenticdravingsto the centerof the sphereare0:34, 0:35, 0:55, 0:90, 0:56, 0:17, 0:54, and
0:85, andthe distance®f the forgeriesareconsiderablyargerat 1:58, 2:20, 1:90, 1:48 and1:33.
Themeanof thesetwo distancepopulationsarestatisticallysigni cant, bothhaving p-valueswith
p< 1 °(one-way ANOVA). Theseresultssuggestedhatevenin this reduceddimensionakpace,
thereis a cleardifferencebetweerthe authentiadravingsandthe forgeries.

We next investigate with a subsetof the authenticand forged Bruegel paintings,the roles
playedby thecoefcient maiginalandmagnituddinearpredictionerrorstatistican differentiating
the artistic styles. Figure 7.4 shaws the resultsof applying MDS with the coefcient mamginal
(left) andmagnituddinear predictionerror statistics. Thatis, for eachof the setsof 36-D vectors
of coefcient maginal statisticsandmagnituddinear predictionerror statisticswe build separate
distancematricequsingHausdorf distance andapplyMDS for athree-dimensionalisualization.
Notice that after this processthe maiginal statisticsno longer appearto separatehe dravings

strokesandnot on simplecolor differences.
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Figure 7.3: Resultsof the MDS analysisof the eight authenticBruegel dravings (dots) and ®ve
forgeries(squarespf landscapesThe wire-frameandthe centralblack dotsare addedfor better
visualization.Notein bothcasesthereis a cleardifferencebetweerthe authentiaddravingsandthe
forgeries.

while the error statisticsdo still succeedn achieving goodseparationjustifying theirimportance
in differentiatingthe underlyingartistic styles.

7.2.2 Perugino

A morechallengingproblemthanforgery detectionis to nd out how mary differentartistspar
ticipatedin producinganartwork. Many art worksweretheresultsof mary artistscollaboration,
but with only the mostprominentamongthembeingaccredited|t is, thereforeonly fair to shed
light onthoseun-namedrtistsandgave themrespecthey desered.

Pietrodi CristoforoVannucciPerugino)1446-1523)s well known asaportraitistandafresco
painter but perhapdestknown for hisaltarpiecesBy the 1490s Peruginanaintainecaworkshop
in Florenceaswell asin Perugiaandwasquite prolic. Shavn in Figure7.5 on the left is the
painting Madonnawith Child by Perugino. As with mary of the greatRenaissanceaintings,
however, it is likely that Peruginoonly painteda portion of this work andhis apprenticegamong
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Figure 7.4: Applicationof MDS separatelyto the secondsetof eightauthenticBruegel dravings
(dots)andtwo forgeries(squaresvith the coeficient mamginal statistics(left) andthe magnitude
linear predictionerror statistics(right). The wire-frameandthe centralblack dots are addedfor
bettervisualization.The errorstatisticsstill achieve separationwhile the maginal statisticsdo not.

whomwasthe laterfamousRaffaello Sanzio)did therest. To this end,we wonderedf we could
uncover statisticaldifferencesamongthe facesof the individual characterso recover how mary
differentartistscontributedto this work.

The painting(courtesyof the Hood Museum,DartmouthCollege),top in Figure7.5,waspho-
tographedusinga large-formatcamera8 10 inch negative) anddrum-scannedb yield a color
16852 18204pixelimage.Asin theprevioussectionthisimagewascorvertedto grayscaleThe
facialregion of eachof the six charactersvasmanuallylocalizedandcropped Figure7.5 bottom
left. Eachfacewasthenpartitionedinto non-overlapping256 256regionsandauto-scalednto
the full intensityrange[0; 255] This partitioningyielded189 171, 189 54, 81, and144regions
for eachfacenumberedasin Figure 7.5 bottomleft. Similar to the caseof the the analysisof
the Bruegel's works, the 72 grayscaldocal magnitudestatisticswith adaptedheighborhoodsets
werecollectedfrom eachof theseregions. Then,we computedhe Hausdorf distancebetweerall
six faces.Theresultingé 6 distancematrix wasthensubjectedo MDS. Shown in Figure7.5,
bottomright, is theresultof visualizingthe original six faceswith the top-threeMDS eigervalue
eigervectors. The numbereddatapoints correspondo the six facesin the bottomleft panelof
Figure7.5. Note how thethreeleft-mostfacescluster while the remainingfacesaredistinct. The
averagedistancebetweenthesefacesis 0:61, while the averagedistancebetweerthe otherfaces
is 1:79. This clusteringpatternsuggestshe presencef four distincthands andis consistentvith
theviews of someart historiang1].
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Appendix A: Hausdorff Distance

TheHausdorf distanceas a distancanetricde ned on two setsof vectors X andY, as

H(X;Y) = maxt h(X;Y);h(Y; X)g; (7.2)
whereh is de ned as
h(X;Y) = T&)d t;gl\rg de¢; wo: (7.2)

Hered( ; ) canbeary distancemetricde ned onthevectorspacesubsuming< andY andin our
casewe usedthe Euclideandistancen the 72-D vectorspace.

Appendix B: Multidimensional Scaling

Multidimensionalscaling(MDS) is apopularmethodto visualizehighdimensionatlata.GivenN

for thesedatathat minimally distortstheir pairwisedistances.Denotethen n distancematrix
asDy = d(%;%;), whered( ; ) is adistancemetricin R9. The mostcommonsuchmetricis Eu-
clidean distance de ned as
dixi;») = (6 %)T06  %).

Giventhe pairwisesymmetricdistancematrix, the classical(metric) MDS algorithmis given
by thefollowing steps:

1. LetAij = %Dﬁ

2. LetB = HAH, whereH = Iy NiuuT, Iy istheN N identity matrix, and each
componenbdf theN -dimensionalectortt is 1.

3. Computethe eigervectors,e;; :::; ey andcorrespondinggigervalues i;:::; n of matrix
B, where 1 N
4. Takingthe rst d°eigervectorsto form matrix E = [e;;:::;€g0]. Therow vectorsof E

provide the d>dimensionalrepresentationthat minimally distort the pairwise distanceof
theoriginal higherdimensionabtata.

91



Num. Title Artist

3 PastoralLandscape Bruegel
4 MountainLandscapevith RidgeandValley Bruegel
5 PaththroughaVillage Bruggel
6 Mule Caravanon Hillside Bruggel
9 MountainLandscapevith RidgeandTravelers Bruegel
11 Landscapevith SaintJermwe Bruegel
13 Italian Landscape Bruggel
20 RestontheFlightinto Egypt Bruggel

7 Mule Cararanon Hillside -
120 MountainLandscapevith aRiver, Village,andCastle -
121 Alpine Landscape -
125 SolicitudoRustica -
127 Rocky Landscapeavith Castleanda River Savery

Table 7.1: List off authentic(top) andforgeries(bottom)of Bruegel paintings. The ®rst column
correspondso the catalognumberin [51].
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Figure 7.5: Left: Madonnawith Child by Perugino(top). How mary handscontrilkuted to this
painting?Bottomleft: facesin the paintingbeinganalyzed.Bottomright: resultsof analyzingthe
Peruginopainting. The numbereddatapointscorrespondo the six facesin the bottomleft panel.
Note how thefirst threefacescluster while theremainingfacesaredistinct. This clusteringpattern
suggestshe presencef four distincthands.
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Chapter 8

Discussion

Naturalimagesareubiquitous,yet they arerelatively rarein the seaof all possibleimages.More
importantly naturalimageshave statisticalregularitiesthat hasbeenemployed by the biological
vision systems. Capturingsuchstatisticalregularitiesof naturalimagesare essentiafor mary
applicationsin image processingcomputervision and especially digital imageforensics. We
have presentedin this thesis,a setof imagestatisticsbasedon the multi-scaleimagedecomposi-
tions,which correspondo imagerepresentationwith basisfunctionslocalizedin bothspatialand
frequeny domains.Suchimagerepresentationgareshovn to be suitableto reveal statisticalregu-
laritiesin naturalimages.Speci cally, ourimagestatisticsconsistof thelocal magnitudestatistics
from aquadraturemirror lters (QMF) pyramiddecompositiorandthelocal phasestatisticsfrom
a local angularharmonicdecomposition.Empirically, we shaved that theseimagestatisticscan
differentiatenaturalimagesfrom somesimple “un-natural” syntheticimages. We thendemon-
stratedtheir effectivenesscombinedwith non-linearclassi cationtechniquesin applicationsn
digital imageforensicson: (1) differentiatingphotographi@andcomputergenerategbhotorealistic
images(photographioss. photorealistic);(2) detectinghiddenmessages photographiamages
(genericstagganalysis);and (3) identifying printed copiesof photographiamagesto protectthe
biometric-baseduthenticatiorsystemsfrom the rebroadcasattack (live vs. rebroadcast).All
thesetechniquedollow auni ed framewvork of imageclassi cation: rst featurevectorsbasedn
theproposedmagestatisticsarecollectedon a setof labeledimagesthenaclassi eris trainedon
thesefeaturevectorsandusedto determinethe classof an unknovn image. The proposedmage
statisticsarealsoappliedto thetraditionalart authenticationwherethey wereemployedto differ-
entiateauthenticandforgeddravingsof PeterBruegel the Elderanddeterminegheartistsinvolved
in creatingPeruginos “Madonnawith Child”.

Thougheffective in thesepracticalapplicationsthework presentedhn this thesishasstill alot
of roomfor furtherimprovement.

Image Statistics First, the proposedmagestatisticsarebasedon empiricalobsena-
tionsof naturalimagesandnotderiveddirectly from rst principlesof physicalimag-
ing processor neuralprocessingn biological vision systems. Therefore the image
classi cationbasedn theseimagestatisticscannotbe fully andrigorouslyexplained
yet. It is thereforedesirableto setthiswork ona rmer theoreticafoundation,where
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theproposedmagestatisticsareapproximation®f morecomplicatednodelsof natu-
ral images.Thiswill notonly advanceourunderstandingf theseimagestatistics put
alsomale it possibleto extendthemfor wider applications.

Also, from the counterpoint of view of digital forensicsjt will beinterestingto know
if it is possibleto inverttheseimagestatistics sothatanunnaturaimage(e.g.,a pho-
torealisticimage,or animagewith steganographgmbeddingor arebroadcasinage)
will notbedetectin subsequentlassi cation. This requiresaway to manipulateam-
agewith minimum perturbationof image contents,but will resultin similar image
statisticsasa naturalimage.Suchaninvertingprocedurewill shedlight ontherole of
theproposedmagestatistican characterizingnaturalimagesandwill stimulatemore
sophisticatedoolsin digital imageforensics.Right at the heartof suchaninverting
procedurewill beasamplingproceduresimilar to the onein [57], wherenaturalim-
agescanbegeneratedhy samplingwith constraint®ntheirimagestatistics Although
it is not hardto generatamagesconsistentwith coefcient maginal statisticsin a
multi-scaleimagedecompositiongonstrainton thelinear predictionerrorsandlocal
phasesnake constructingsuchaninvertingproceduréhard.

An evenharderbut moresigni cant improvemento thecurrentwork is to build gener
ative statisticalmodelsbasedn the proposedstatistics A generatie statisticaimodel
is the holy grail of naturalimagestatisticsresearchfrom which imagescanbe sam-
pled andgenerated.Having sucha generatre modelis to have a holistic picture of
all naturalimagesthusit is utmostimportant.While the primary useof the proposed
imagess asdiscriminatve imagefeaturesn imageclassi cation,insightson genera-
tive modelsmay be obtainedby building generatie modelfrom the proposedmage
statistics.

In solving the digital imageforensicsproblemsin this thesis,we exclusively rely on
the proposedmagestatistics. However, we arewell aware of otherstatisticalimage
featuresandthe possibility of includingtheminto the systemfor betterperformance.
In this work, we focuson usingimagestatisticsthat are genericandableto capture
statisticalregularitiesof all naturalimages.lt is for this reasorthatwe intentionally
avoid usingimagestatisticsthatarepotentiallyusefulfor speci ¢ applicationsWhen
building a realisticsystem theseconsiderationsire not so relevantandthe proposed
imagestatisticsare expectedto achieve betterperformancewith the incorporationof
othermoredomain-speci cfeatures.

Photographicvs. Photorealistic Our experimentalesultsshowv thatthe proposedm-
agestatisticscanbe usedto differentiatephotographiand computergenerategho-
torealisticimages.Currently this only work for classi cationa wholeimageaseither
photographior photorealistic.Thereareimageshatarecombinatiorof photographic
andphotorealistidmagesasmovie makersemploy computerdo generatgartof the
sceneslt is thereforeinterestingto extendthe classi cationto thelocal level, where
the partsgeneratedby computerin animagecanbe detected.This is usefulin digital
imageforensicgo detecttamperingof a photographiégmagewith computergenerated
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regions. Anotherpossibleimprovementin this directionis to constructa subjectve
measuref photorealismn digital imagesbasedn the proposedmagestatistics.

Generic SteganalysisFrom the proposedmage statisticsand non-linearclassi ca-
tion, genericsteganalysiscanbe built for JPEG, TIFF and GIF images. However, a
true genericsteganalysissystemwill alsowork acrossdifferentimageformats. The
proposedmagestatisticshave componentshataresensitve to changesn imagefor-
mats,thusnot suitablefor sucha purpose.Therefore,animportantimprovementto
thisworkisto nd imagestatisticsthatarerelatively stablein faceof differentimage
formats,andyetaresuitableto the purposeof steganalysis.

Other Applications Besidesthe digital imageforensicsand art authenticationthe
proposedmage statistics,with their ability to captureregularitiesin naturalphoto-
graphicimages,have alsootherapplicationsn imageprocessingandanalysis. One
suchapplicationis automatideterminatiorof theorientation(landscaper portrait) of
animage[40], whichis basednthefactthatthelocal magnitudestatisticgor vertical
andhorizontalsubbandsvill switchpositionfor a90 rotatedmage.Potentiallythese
imagestatisticscanalsobeappliedto imageretrieval, generaimageclassi cationand
scenecatgyorization.

In conclusion,we believe that statisticalcharacterizatiorof naturalimagesis at the heartof
mary challengingproblemsin imageprocessingandanalysiscomputervision, anddigital image
forensics.Thework describedn thisthesisrevealsjustasmallfractionof thetremendougotential
of theseimagestatistics. Thoughstill having alot of roomfor improvementthey cansene asa
well-posedstartingpoint for futureexplorationin this direction.
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