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Question

Is 

Security and Privacy 

no longer an issue

for multimedia 

community? 
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Multimedia Systems vs. Security & 
Privacy?

Multimedia Systems for Security of People

◦ Multimedia surveillance for homeland security

Security of People’s Data in Multimedia 

Systems

◦ Secure cloud-based multimedia data analytics

◦ Multimedia authentication and forensics

Privacy of People in Multimedia Systems 

◦ Privacy aware multimedia surveillance systems

◦ Social networks and communication privacy
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Outline
Security and Privacy Issues in Multimedia Systems

◦ Multimedia surveillance – homeland security and privacy

◦ Social networks and communication privacy

◦ Secure cloud-based multimedia data analytics

◦ Multimedia authentication and forensics
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Multimedia surveillance – homeland security

8

Multimedia Surveillance System

[Atrey et al. MMSJ 2007, Atrey et 

al. TOMM 2007]

Active Coopetitive Sensing

[Singh et al. MVA 2007]

Bus Surveillance

[Amriki and Atrey, MTAP 

2012]

9/11 terrorist attack (2001) London bombing (2005) Mumbai attack (2008) Boston Marathan blast (2013)
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Multimedia surveillance – people’s privacy?

9

Behavior

Time

Place

Implicit Channels!

Is Hiding Facial Information Enough?� Large number of CCTV 
cameras

� “4.2million CCTV 
cameras in Britain”, and 
the “person can be 
captured on 300 
different cameras in a 
day”

Privacy aware publication of surveillance video
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W3-Privacy Model 
[Saini et al. MTAP, 2014]

(Where)

(When)

(What)

Multimedia surveillance – current and future work
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Anonymous Surveillance

(Live Demo)
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Multimedia surveillance – current and future work
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Multi-

source 

surveillance 

Camera 

network

Camera networks 

surveillance

Social networks 

surveillance

Phone surveillance
Email surveillance
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Outline
Security and Privacy Issues in Multimedia Systems
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Social networks - privacy 

14

A Secure and Privacy-aware Cloud-Based 

Architecture for Online Social Networks

User 1

User 2

Cloud 1 Cloud 3Cloud 2
Advertiser

OSN data flow

Control/Header data flow
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Motivation video

Demo: http://www.cs.albany.edu/~patrey/research/SecureOSN/feasibility.html

Security and Privacy Issues in Multimedia Systems
Multimedia surveillance – homeland security and privacy
Social networks and communication privacy
Secure cloud-based multimedia data analytics
Multimedia authentication and forensics



11/3/2015

8

Cryptosystem - Shamir’s 
Secret Sharing

11000…1101
10000…0101

00011…1100

01110…0001

Secret Random 

Number

Security and Privacy Issues in Multimedia Systems
Multimedia surveillance – homeland security and privacy
Social networks and communication privacy
Secure cloud-based multimedia data analytics
Multimedia authentication and forensics

PRADEEP K ATREY @ SIGMM MULTIMEDIA FRONTIERS WORKSHOP 2015

11000…1101
10000…0101

00011…1100

01110…0001

Secret Random 

Number

Trash
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Secret Sharing
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Source: http://www.ocss-va.org/jrotc/chain.html

11000…1101
10000…0101

00011…1100

01110…0001
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Secret Sharing
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Source: http://www.ocss-va.org/jrotc/chain.html

10000…0101

00011…1100

01110…0001

Homomorphic property: E(A) + E(B) = E(A+B)
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Social networks and communication privacy
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Secret Sharing
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Email communication - privacy 
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Have you ever sent 

your confidential 

information such 

as passport and 

credit card over 

email?
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Email communication - privacy 
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Share 

creation 

using 

SSS

Email 

(content + 

attachment)

Share 1 sent to 

GMAIL ID of 

the recipient

Share 2 sent to 

YAHOO ID of 

the recipient

GMAIL 

server

YAHOO 

server

Email 

reconstr

uction 

using 

SSS

Email 

(content + 

attachment)

SENDER RECEPIENT
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Outline
My Security and Privacy Research

◦ Multimedia surveillance – homeland security and privacy

◦ Social networks and communication privacy

◦ Secure cloud-based multimedia data analytics

◦ Multimedia authentication and forensics
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Motivation video

The world is filled with “Big Data”

◦ every minute

◦ 204 million emails are sent, 

◦ six million Facebook pages are viewed

◦ 1.3 million YouTube clips are downloaded

◦ 98,000 tweets

◦ 695,000 status updates

◦ 11 million instant messages

◦ 698,000+ Google searches 

◦ 951 GB Surveillance video

4 Vs of Big Data

◦ Volume

◦ Variety

◦ Velocity

◦ Value

23

Motivation

≈ 2000 TB data collected

Storage 

& 

Processing
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Multimedia authentication and forensics

Cloud-based Multimedia Data Analytics

Very popular these days

Companies Offering 2D 

Imaging

◦ AT&T, Dell, Intel etc.

Companies Offering 3D 

Imaging

◦ Microsoft, KDDI, Sinha

Systems etc.

Image source: 

http://www.msimaging.com/Content/themes/MSI/im

ages/cloud-based-software-image-silo-cloud-file.jpg
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Cloud-based Multimedia Storage and Processing

Capturing and 

Preprocessing

Server

Image Display

Client

Data-to-image 

Conversion

Datacenter

3D Image Visualization

Network Network
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Cloud-based Multimedia Storage and Processing

Capturing and 

Preprocessing

Server

Image Display

Client

Quality 

enhancement

Datacenter

Surveillance Video Quality 
Enhancement

Network Network
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Capturing and 

Preprocessing

Server

Image Display

Client

Zooming 

Datacenter

Image Zooming and Cropping

Network Network
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Cloud-based Multimedia Storage and Processing
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Who can be adversary?
How many of us would 

mind if our medical 

image data is available to 

an adversary?

What can an adversary 

do with an image?

Image source:  http://greenberg-art.com/.Toons/ 

Toons,%20social/ qqxsgMedical%20privacy.gif  
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Multimedia Storage over Cloud

Capturing and 

Preprocessing

Server

Image Display

Client

Storage

Datacenter

Network Network

Smoking is not 

good for health

Encryption techniques – Watermarking – Secret sharing 
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Multimedia Processing over Cloud

Capturing and 

Preprocessing

Server

Image Display

Client

Zooming 

Datacenter

Image Zooming and Cropping 
on Original Data

Network Network

Smoking is not 

good for health
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Secure Multimedia Processing over Cloud

Capturing and 

Preprocessing

Server

Image Display

Client

Zooming 

Datacenter

Network Network

Still to be addressed
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Image Zooming and Cropping 
on Encrypted Data

Smoking is not 

good for health
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Secure Cloud-based Image Scaling/Cropping
• Architecture and Workflow
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Secure Cloud-based Image Scaling/Cropping

• Results: Demo

Required Zoomed Shadow 

Image

Recovered Zoomed 

Image
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[ICME 2013]
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• Architecture and Workflow

Secure Pre-classification Volume Ray-casting
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Secure Pre-classification Volume Ray-casting

• Results: Single View Point

Share 1

Share 2

Share 5

RecoveredOriginal
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Secure Pre-classification Volume Ray-casting
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Demo
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[Mohanty et al., MM 2012]
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Secure Video Quality Enhancement over Cloud

37

Architecture and Workflow
MULTIMEDIA 

CAPRTURING 

DEVICE

SERVER, S
Preprocesses 

Original Image, 

Creates and 

Distributes Shares 

CDC1: 

LPF

CDC2: 

LPF

CDCN: 

LPF

AUTHORIZED 

USER
Obtains any T 

Shares and 

Reconstructs 

Enhanced (LPF) 

Image 

DISPLAY DEVICE
SHARE 1

SHARE 2

SHARE N

PROCESSED SHARE 1

PROCESSED SHARE 2

PROCESSED SHARE N
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Secure Video Quality Enhancement over Cloud

The proposed method is demonstrated to work for

◦ Noise removal and anti-aliasing

◦ Results – Scheme 1 (Demo)

◦ Results – Scheme 2 (Demo)

◦ Edge and contrast enhancement (Demo)

◦ Dehazing (Demo)

More demos available on:

◦ https://sites.google.com/site/ankitaresearchdemos/home
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[ICSC 2013, TOMM 2015]
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Speech Data over Cloud

Image source: http://www.teleware.com/solutions/call-recording/

How many of you 

have revealed your 

confidential info over 

phone at least once?

SSN Passport
Health 

Policy Card
Credit Card Date of Birth

111-22-3333
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Secure Speech Quality Enhancement over Cloud
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[MMM 2015] 
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Secure Multimedia Editing
◦ Google Docs: Are they secure?

◦ Online image editing o Online Audio Editor
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What next?
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Multimedia security and forensics – Authentication

45

Original (protected) image Tampered image Detection of tampered regions
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[MTAP 2007]

Multimedia security and forensics – Source identification 

- Given an image or a video, can we identify the source 

camera? 

- Given an audio speech, can we identify the source 

microphone?

- Given a PDF document, can we identify the computer 

which created it?
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متشکرم

谢谢！ありがとう！
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