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Motivation

Data Per Minute

f b I( 510,000 comments, 293,000 status’
acenoo updates, and 136,000 photos

You TUhe 300 hours of video

204 million emails

>2000 TB
m 350,000 tweets .00

Go gle 2.4 million search queries, 12000

GB free Google Drive space

STORAGE
&
PROCESSING

Terabytes of video

b Gigabytes of audio data
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Accounts ) :
Compromised by the millions w b

Biggest DATA BREACHES of the 21st century

equifax. [ 143m
duttFriend Finder [ 222

Anthem . 78.8m

eBay - 145m

JP Morgan Chase . 76m

Home Depot . 56m

Yahoo 3b

Target Stores - 110m

Adobe l 38m

LIS Office of Personnel

Management (OPM) I 22m

Motivation
(cont.)

Sony's PlayStation Network . 77m

RSA Security . 40m

Heartland Payment Systems - 134m
Source: www.csoonline.com

published Oct 11, 2017 et I o

SOURCE: C50
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Motivation (cont.)

Email Security Breaches

Every single Yahoo account was hacked - 3 billion in all - Oct. 3, 2017
money.cnn.com/2017/10/03/technology/business/yahoo-breach-3.../index.html v

Spambot leaks more than 700m email addresses in huge data breach ...

https://www.theguardian.com » Technology » Data and computer security v
Aug 30, 2017 - Millions of passwords also contained in breach, a result of ... that an online security
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Motivation (cont.)

How many of you

have called to a call
center at least once?

Image source: http://www.teleware.com/solutions/call-recording/
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Motivation (cont.)

How many of you
have called to a call
center at least once?

mmmmmmm - What is your date of birth?
e St24 1801 2345 67129 [NV
[i\ D Bl
SSN Passport Health Credit Card Date of Birth
Policy Card

Image source: http://www.teleware.com/solutions/call-recording
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Motivation (cont.)

Threat Model

.

Cloud Service
Provider (CSP)

Honest User

Rt Semi-Honest
R CSP
Can we trust third-party
CSPs?
Malicious External
Attacker Internal attackers at CSP

Can We Securely Perform Tasks at Cloud?
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Motivation (cont.)

Threat Model

.

Cloud Service
Provider (CSP)

Honest User

Rt Semi-Honest
R CSP
Can we trust third-party
CSPs?
Malicious External
Attacker Internal attackers at CSP

Can We Securely Perform Tasks at Cloud? =) SecureCTask
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SecureCTask

0 SecureCScaling
— Secure Cloud-based Image/Video Scaling

0 SecureCEnhance
— Secure Cloud-based Image/Audio Enhancement

0 SecureCMail
— Secure Cloud-based Emailing

O SecureCMerge
— Secure Cloud-based PDF merging

0 SecureCEdit
— Secure Cloud-based Document Editing

0 SecureCDedup
— Secure Cloud-based Data Deduplication
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| | SecureCEnhance | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCScaling:
Secure Cloud-based Image/Video Scaling

e Architecture and Workflow

@mae Displayj

II

9

“  Scaled/Cropped ) Secret Image
“~"Shadow Image k

a

Recove
W e ® L
@S®
o0 User

Shadow Image|/ - Shadow 2
Prepration

o

Shadow n

DCn

Server [ Scaling and Croping ]
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| | SecureCEnhance | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

Cryptosystem - Shamir’s
Secret Sharing

G——'_.

11000...1101

Source: http://www.ocss-va.org/jrotc/chain.html

00011...1100

Sharing a Secret

F(x) =(S+XK!ax') mod g

b !

Secret Random
Number
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| | SecureCEnhance | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

Cryptosystem - Shamir’s
Secret Sharing

11000...1101

Source: http://www.ocss-va.org/jrotc/chain.html

00011...1100

Sharing a Secret

F(x) =(S+XK!ax') mod g

b !

Secret Random
Number
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| | SecureCEnhance | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

Cryptosystem - Shamir’s
Secret Sharing

01110...000\/\9-—- —

11000...1101
10000...0101

Source: http://www.ocss-va.org/jrotc/chain.html

00011...1100

Reconstructing a Secret

L(x) = (XI5 F(Dti(x)) mod g

it" Share l—lk—1 X — X

j=0,j=i Xi — Xj
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| | SecureCEnhance | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

Cryptosystem - Shamir’s
Secret Sharing

01110...0001

10000...0101

Source: http://www.ocss-va.org/jrotc/chain.html

00011...1100

Homomorphic property: E(A) o E(B) = E(AoB)
O: +) - *) /) |
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| | SecureCEnhance | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCScaling:
Secure Cloud-based Image Scaling

e Results: Scaling

el A 4 i : : ;
> t £y 4 < bl : e 5
& o JAg g blE 5 A % X ¥
= 5 o A Ao ? : ; ? :
. s e ¥ 3 i ¥ et A < : 25 $ | .
oy gl " 12 - T ) [ =8 ; i
(
5
i

e o
Required Zoomed Shadow Recovered Zoomed

Image Image

M. Mohanty, W.-T. Ooi and P. K. Atrey. Scale me, crop me, know me not: Supporting scaling and cropping in secret
image sharing. IEEE International Conference on Multimedia and Expo (ICME'2013), July 15-19, 2013, San Jose, CA, USA.
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| | SecureCEnhance | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCScaling:
Secure Cloud-based Video Scaling

~/Dropbod/Universi tetet/Moster/loge  ressarovvideo_presentotions [ |

O.-A. Kristensen, M. Mohanty, and P. K. Atrey. Don’t see me, just edit me: Towards secure cloud-based video editing. The 11th
Annual Symposium on Information Assurance (ASIA'16) with NYS Cyber Security Conference, pp 74-78, June 2016, Albany, NY, USA.
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SecureCTask

o

O SecureCEnhance
— Secure Cloud-based Image/Audio Enhancement

0 SecureCMail
— Secure Cloud-based Emailing

O SecureCMerge
— Secure Cloud-based PDF merging

0 SecureCEdit
— Secure Cloud-based Document Editing

0 SecureCDedup
— Secure Cloud-based Data Deduplication
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| SecureCScale | | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCEnhance:
Encrypted-domain Image Quality Enhancement over Cloud
Architecture and Workflow

MULTIMEDIA
CAPRTURING
DEVICE

PROCESSED SHARE 1 DISPLAY DEVICE

AUTHORIZED
USER
Obtainsany T
SERVER, S SHARE N PROCESSEDSHAREN | shares and
Preprocesses Reconstructs
Original Image, Enhanced (LPF)
Creates and Image
Distributes Shares

A. Lathey, P. K. Atrey and N. Joshi. Homomorphic low pass filtering on encrypted multimedia over cloud. /EEE International Conference
on Semantic Computing (ICSC'2013), September 2013, Irvine, CA, USA.
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| SecureCScale | | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCEnhance:
Encrypted-domain Image Quality Enhancement over Cloud

The proposed method is demonstrated to work for
> Noise removal and anti-aliasing

o Results — Scheme 1 (Demo)

o Results — Scheme 2 (Demo)
o Edge and contrast enhancement (Demo)
> Dehazing (Demo)

More demos available on:
o https://sites.google.com/site/ankitaresearchdemos/home

A. Lathey and P. K. Atrey. Image enhancement in encrypted domain over cloud. ACM Transactions on
Multimedia, Computing, Communications and Applications, January 2015.
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| SecureCScale | | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCEnhance:

Reconstructed reverb
effected audio

Convolution

Reverb

cDC2

Processed Share 2

Convolution

Rewverb

Audiof secret

h 4 i 1. Reconstruction of
1. Preprocessing reverb effected
2. Creation of shares = : -
HAINES t signal with any K out
with Shamir Secre CDCN of Nshares

Sharing Scheme S Processed Share

Convolution

“ E Rewverb

= : -

2. Post-processing

CLIENT SIDE

CLIENT SIDE

A. Yakubu, N. Maddage and P. K. Atrey. Secure audio reverberation over cloud. The 10t International Symposium
on Information Assurance (ASIA’15) with NYS Cyber Security Conference, pp 39-43, June 2015, Albany, NY, USA.

. UNIVERS ITYATAL BANY NETSEC 2018, IIT, ROORKEE

State University of New York



| SecureCScale | | SecureCEmail | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCEnhance:

Confidential quality
degraded speech from
survelllance
appllcations, customer
CAFE SSrvice etc.

e

ODenoised Speaech

brbee s

cDc2

Processed Share
- = Share 2 Hodse - =
Y =
- feduction
- 1 ol 1. Recanstrection of
1. Preprocessing

denoised-signal with
any X out of N shares
2. Post-processing

2. Creation of shares
with [, N} 555

rocessad Share

CLIENT SIDE
[RECONSTRUCTION OF
DENDISED SPEECH]

CLIENT SIDE
[SHARE CREATION)]

- A. Yakubu, N. Maddage and P. K. Atrey. Encrypted domain cloud-based speech noise reduction. The 1 International
Workshop on Privacy in Multimedia (PIM’16) with ICME’16, July 2016, Seattle, WA, USA.

- A. Yakubu, N. Maddage and P. K. Atrey. Securing speech noise reduction in outsourced environment. ACM Transactions on
Multimedia Computing, Communication and Applications. Vol. 13, No. 4, Article 51, August (2017).
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SecureCTask

o

o

O SecureCMail
— Secure Cloud-based Emailing

O SecureCMerge
— Secure Cloud-based PDF merging

0 SecureCEdit
— Secure Cloud-based Document Editing

0 SecureCDedup
— Secure Cloud-based Data Deduplication
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| SecureCScale | SecureCEnhance | | SecureCMerge | SecureCEdit | SecureCDedup |

SecureCMail:

Securing Emails from Service Providers using Secret
Sharing

Info - ¢ X

Have you ever sent
any confidential
information such as

kiwilliamson@albany.edu

Info

Hello, A
p a S S p O rt a n d S S N Please find attached the copy of my passport. Also, my SSN is 000-11-2222.
over email? Thank,

- Pradeep

Gmail now has more than 1 billion
monthly active users — Alarming?
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SecureCMail:

Securing Emails from Service Providers using Secret
Sharing

GMAIL ALBANY
server server RECEPIENT

Email

Share reconstr Email
(content + creation uction (content +
attachment) using using attachment)

SEN) SSS

YAHOO UMASS
server server

P. Singh, S. Arora, K. Williamson and P. K. Atrey. S3Email: A method for securing emails from service providers. The
2017 IEEE International Conference on Systems, Man, and Cybernetics (S\IC'2017), Banff, Canada, October 2017.
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SecureCMail:

Securing Emails from Service Providers using Secret
Sharing

Demo: http://www.screencast.com/t/NiURJXpZdL1

- 140 - -S3E|'!1.all Method. 7’
107 — = Traditional Email Method » ’
—
W e -T '6'120 i
F r'e
I — -=S3Email Method ;| P
/ it :
8 == Traditional Email Method 3 7’
o 677 2 80 i
[<}] ‘ .;. 7
E 49 £ 60f e
|_
. ”
5 r 40 . >
20 I V4
0o 200 400 600 800 1000 0 ' ' : ' '
0 200 400 600 800 1000

Number of words in email body Attachment sizes [in KB]

P. Singh, S. Arora, K. Williamson and P. K. Atrey. S3Email: A method for securing emails from service providers. The
2017 IEEE International Conference on Systems, Man, and Cybernetics (S\VIC'2017), Banff, Canada, October 2017.
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SecureCTask

o

o

O SecureCMerge
— Secure Cloud-based PDF merging

O SecureCEdit
— Secure Cloud-based Document Editing

0 SecureCDedup
— Secure Cloud-based Data Deduplication
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SecureCMerge:
Secure Online PDF Merging

Have you ever merged two pdf files using
online merge tools?

= https.//www.pdfmerge.com Q

C @ Secure
mﬂ MERGE = MERGE PDF FILES %
L NEW 2017 VERSION ¥ TryFree
| FOR YOUR DESKTOP

ONLINE [I:J§ SERVICES

it for free at https://w htmi

Merge PDF files

PDF

7 POF
- o af

online - it's easy and
free*

Combine & Merge

© DOWNLOAD NOW Merge PDF Files
multiple files.

Stay organized by
combining multiple docs
into a single PDF file.

Can they see your documents? YES
I8 UNIVERSITYATALBANY

¢ ) NETSEC 2018, IIT, ROORKEE
IARNN  State University of New York
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SecureCMerge:
Secure Online PDF Merging

5 11
M 1
1st Share
15t PDF S 1t Merged
1n Server 1 Share
, : Any k
n' Share merged
shares
521
15t Share
H Mn
Servern
5 2n
nth Merged
nth Share Share
Input Local Machine Servers Local Machine Output

,L\“,I U N IVE RS ITYATALBANY NETSEC 2018, IIT, ROORKEE
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SecureCMerge:
Secure Online PDF Merging

UNIVERSITY AT ALBANY
ETATEVSIVEREITY OF NEW YORE

ALBANY LABR FOR
PRIVACY AND SECURITY

Drpartmans of Cemmpriniar Seienes
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REe L AW e AT Ty ETi L

(1]
0| nHAEv® | 2
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1
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(c)

—

T

(f)

N. Sharma, P. Singh and P. K. Atrey. SecureCMerge: Secure PDF Merging over Untrusted Servers. IEEE Int.
Conf. on Multimedia Information Processing and Retrieval (MIPR) 2018, Miami, USA (Accepted)

UNIVERSITYATALBANY
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SecureCMerge:
Secure Online PDF Merging

UNIVERSITYATALBANY

State University of New York

SecureCMerge:
Secure PDF Merging Over
Untrusted Servers

NEHA SHARMA, PRIYANKA SINGH AND PRADEEP K ATREY
DEPARTMENT OF COMPUTER SCIENCE
COLLEGE OF ENGINEERING AND APPLIED SCIENCES

N. Sharma, P. Singh and P. K. Atrey. SecureCMerge: Secure PDF Merging over Untrusted Servers. IEEE Int.
Conf. on Multimedia Information Processing and Retrieval (MIPR) 2018, Miami, USA (Accepted)
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SecureCTask

o

o

O SecureCEdit
— Secure Cloud-based Document Editing

0 SecureCDedup
— Secure Cloud-based Data Deduplication
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SecureCEdit;

Secure Online Document Editing

0 Google Docs: Are they secure?

(- ar //docs.google.com/do /d/1-GkoKwk2 | 14IPBEPTNoOAZBjw2XsimOa 1X-oc/edit ¢ wB ¥ & 4 4 googledocs > B =
2l Most Visited [} UAlbany Email #R} MyUAIbany I} DARS Lo: ogin n (] Lmssav!ﬁcsueauﬂe«an;ﬂcsucc:.urses!ﬁrH 15 Schedule B €S Grad Courses I UA Blackboard
Qutline [ ] pkatrey@gmail.com -
File Edit View Inset Format Tools Table Add-ons Help Lastedit was made on April 3 by Odd-Arild Kristensen Comments m
& e o~ T 100% - Normaltext - Arial * " -nlgi-mg EEEE [B. |- =.EE I # Editing |
bstract

Introduction

- What is happening with cloud computing?
© How is it related to videos?

> Online image editing o Online Audio Editor

‘ "/){IXLR EDITOR - -
e @4 TWISTEDWAVE

OPEN IMAGE FROM COMPUTER
Browse your computer to select an image.

OPEN IMAGE FROM URL
Specify an URL of an image to fetch

TwistedWave Online

| By _ )
A browser-based audio editor

. UNIVERS ITYATAL BANY NETSEC 2018, IIT, ROORKEE

State University of New York
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SecureCEdIt:

Secure Online Document Editing

[M secureckdit X

| e

<« & localhost:8080/secureCEdit/securecedit.html el O

Key Generation:

SecureCEdit: A Secure Cloud Document Editing Tool
ki = (813 + 82; + s3;) mod 256

| Open File | save | sign Out |
B I UEZ=EE = = FontSize.. Font Family. Font Format == C Xt Sl: The application key,
\ s,: Cloud storage key
s;: User specified key
Further Issues:
- Secure Collaborative
Editing
- Secure Concurrent
 Encryp | Decrypt | Generate ey Access

Researched and developed by Shashank Arora, Gaurav Varshney and Pradeep Atrey at University at Albany, SUNY

S. Arora, G. Varshney, P. K. Atrey and M. Mishra. SecureCEdit: An approach for secure cloud-based document editing.
The 2nd International Workshop on Security and Privacy in the Cloud (SPC 16) with IEEE CNS’16 , Philadelphia, USA
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SecureCTask

o

O

O SecureCDedup
— Secure Cloud-based Data Deduplication
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SecureCDedup:
Secure Cloud-based Data Deduplication

File Upload/Download

Cloud Service)
Provider

& File Upload/Download

@AL Y.EDU

\oad
up\oad'owm
file

MM.pdf

@IITR.AC.IN

& [ITR.AC.IN server

Usern

has two copies of
MM.pdf

@IITR.AC.IN
Storage Growth — No Deduplication Storage Growth — Deduplication
.Sa‘r?w 210TB

210TB

Nominal
26.2T8
ical

147TB
Nominal
19.2TB

Removing 7
Physical

Duplicates ,,_7
> K

& 100 GB

Encryftion

U N IVE RS ITYATALBANY NETSEC 2018, 11T, ROORKEE
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SecureCDedup:
Secure Cloud-based Data Deduplication

Dual Integrity Convergent Encryption (DICE) Protocol

Upload Protocol

>

Client (U) Server (S)
K=H (M) .
C= E(K. M) T"=H(C)
T=H(C) T
Store K, T > If T=T
Update U
C Else Request C

> StoreC, T'=T

A. Agarwala, P Singh and P. K. Atrey. DICE: A dual integrity convergent encryption protocol for client side secure data deduplication.
The 2017 IEEE International Conference on Systems, Man, and Cybernetics (S\MIC'2017), Banff, Canada, October 2017.

U N IVE RS [TYATALBANY NETSEC 2018, 11T, ROORKEE
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SecureCDedup:
Secure Cloud-based Data Deduplication

Dual Integrity Convergent Encryption (DICE) Protocol

Download Protocol

>

Client (U) Server (S)
Uy T
— I T=T
- C Send C
T" = H(C) Else Cis corrupted
If T=T"
M=D (K, C) DICE is secure against poison attack (i.e.

. duplicate faking and eraser attacks
Else M is corrupted P ° )

A. Agarwala, P Singh and P. K. Atrey. DICE: A dual integrity convergent encryption protocol for client side secure data deduplication.
The 2017 IEEE International Conference on Systems, Man, and Cybernetics (S\MIC'2017), Banff, Canada, October 2017.

. UNIVERS ITYATAL BANY NETSEC 2018, IIT, ROORKEE
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SecureCDedup:
Secure Cloud-based Data Deduplication

DICE Protocol for Near-ldentical (NI) Images

L

DICE-NI Protocol

|

Client (U) Server (S)

HEREN CIOICICI ]
LI OO0
LTI CILICIEIE]

HiEE NN HEEEIN
L IE L] LI IE] S

image 1 blocks [ image 2 blocks . tock

i Both Storage
blocks e store both the
blocks

A. Agarwala, P Singh and P. K. Atrey. Client Side Image Data Deduplication Using DICE Protocol. IEEE Int. Conf. on Multimedia
Information Processing and Retrieval (MIPR) 2018, Miami, USA (Accepted)

NETSEC 2018, IIT, ROORKEE




What Next?

This is not the end of the world! Encouraging sign ©

Application area

Analysis tasks

Type of media and features
used

Social media and networks

Personality detection

Cyber bullying detection
Spending behavior analysis
Disease spread detection

Text, images, video, demo-
graphic and social features
Text and social features

Text, social features

Text, social features

Multimedia surveillance

Hate posts detection

Face detection and recogni-
tion

Suspicious event detection
Data quality improvement
Data search and retrieval
Scaling and zooming

Text, audio, images, video
and social features
Image, video

Image, video

Image, video, audio
Text, image, video, audio
Image, video

E-health

3D medical data rendering
and visualization
Scaling and zooming,

3D data, image

Image, video

Bio-informatics

DNA sequence analysis

Text and numbers
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